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Abstract

Literature has paid considerable attention to the study of impulsivity and personality
characteristics on aspects such as risk-taking behavior and privacy concern in other contexts, but
little light has been shed on how they combine among people in cloud business and data security
setting. The current study filled a significant void by quantitatively examining how motor
impulsivity was combined with openness to experience trait of personality and personal
information privacy on one’s behavior in the cloud business and data security environment. A
total of 150 cloud business and technical professionals in financial companies were sampled.
Risk propensity model was utilized as a framework. This study investigated two primary
research questions regarding the relationship between motor impulsivity and individual behavior.
Specifically, it examined whether personal information privacy mediated this relationship and
whether openness to experience moderated the strength or direction of this effect. There were
statistically significant results which led to the rejection of all three null hypotheses as stated in
the research question. Suggestions ranged from a program to assessing impulsive behavior,
tailored training modules, and personalized security measures. It would be interesting for future
work to investigate the moderating effects of other personality traits on impulsivity and personal

behavior, as well as to study how cultural dimensions shape security behavior.
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Chapter 1: Introduction

A data breach is commonly defined as the loss of massive amounts of data. The impacts
of security vulnerabilities and data breaches continue to rise, with human errors occurring at a
higher rate (Brown, 2025). According to Pimenta Rodrigues et al. (2024), research on data
breaches globally has revealed that organizations often fail to classify business and personal data,
resulting in a loss of focus on human errors that can lead to unauthorized or accidental access,
disclosure, alteration, loss, or destruction of personal information. This evidence emphasized the
need to complement technical defenses with a focus on human-centric vulnerability to strengthen
resilience among cloud businesses and in cybersecurity. However, there were not enough
statistical studies to demonstrate the influence of personality traits on cloud security decision-
making, which is what this study investigated. The global phenomenon of cloud business model
approaches and the paradigm shift to adopt cloud networks has increased reliance on technology
platforms, leading to unprecedented threats and vulnerabilities in digital information systems
(Ahmadi, 2024).

A recent study highlighted that organizations often fail to detect insider threats and
malicious employee behavior (Ding et al., 2024). According to current cybersecurity analyses,
categorizing data flows and activities of business and technology users remains a widely
accepted framework for understanding insider threats and unauthorized access (Suntwal et al.,
2025). Furthermore, research indicated that even cybercriminals leveraged these classifications
to construct fragmented identities, blurring the lines between hackers and professionals
(Stackpole, 2024). In cybersecurity and human behavioral analysis, an intricate relationship
existed between impulsivity domains, personal information privacy concerns, and Big Five

personality traits (Khadka & Ullah, 2025). Several scholars have emphasized the integration of



behavioral insights into business continuity and security strategies, illustrating how
impulsiveness and personality factors influence security decision-making (Akeiber, 2025;
Almansoori et al., 2023). As Nifakos et al. (2024, pp. 173—184) emphasized, social engineering
tactics were particularly effective within critical information infrastructures, where human
factors remain a significant security concern as they exploit social engineering to exploit
behavioral tendencies and perceived urgency to bypass technical security measures. International
Business Machines Corporation (IBM) reported a significant increase in global data breaches in
2024, with the average post-breach costs reaching $4.8 million, a 10% rise from 2023. However,
the national average cost of a single data breach within the United States in 2024 reached an all-
time high, compounding to a 15% increase over the last three 3 years, equating to around $9.6
million in addition to the countless damages to the company's reputation and recovery costs
(IBM, 2024). The IBM report also illustrated that an average recovery time of 280 days was
required to identify customer data loss and effectively contain the data breach. According to
Morgan (2020) says cybercrime costs will reach $10.5 trillion by 2025. However, Cadwell
(2023) reported that a data breach typically costs $5.09 million in the United States, significantly
more expensive than the average data breach costs in global regions.

Recent reports have indicated that data breaches persist despite enforcing the General
Data Protection Regulation in Europe. According to de Souza (2025), the total fines under GDPR
have reached €5.88 billion. However, the average cost of cloud data breaches was $3.8 million,
and 45% of data breaches occurred in cloud environments (Cadwell, 2023). According to a
Kaspersky press release, intentional employee actions violating organizational security protocols
contributed to 33% of data breaches, which can be considered insider threats (Faro, 2023). Loss

of customer trust, reputational damage, and legal sanctions had long-term effects on a company's



image and sustainability. Petrosyan (2025) reported that the most significant data breach incident
was the Yahoo data breach between 2013 and 2016, which affected three billion online users
worldwide due to security intrusions by malicious actors. Insider threats can damage a brand's
reputation and lead to monetary losses, while security breaches caused by internal personnel can
significantly erode trust and undermine credibility (Clifton, 2024). Verizon's (2025) 2025 Data
Breach Investigations Report revealed that 57% of organizations encountered more than 20
insider-related security incidents annually, with human error contributing to 68% of data
breaches.
Background of the Study

A comprehensive and systematic review of the literature revealed three main themes: (a)
the influence of impulsivity and privacy concerns on human behavior in cloud business and data
security environments, (b) the tripartite relationship between impulsivity, personality, and
information security, and (c) the intricate intersections of personality versus privacy (Jawinski et
al., 2021; Lee et al., 2020). Upon further research, some scholars (Horwood & Anglim, 2021;
Lee et al., 2020) have contrasted specific categorizations within these overarching themes,
focusing on the different aspects of the intersectional construction of personality and behavior.

On the other hand, the final investigation of personal learning models was characterized
by introducing an innovative theoretical perspective that effectively revealed previously
unexamined aspects of the intricate relationship between personality and cultural background
(Lee et al., 2020). Highhouse et al. (2022) proposed novel personality antecedents as potential
moderators that may have combined drivers in the relationship between personality and privacy
concern. This statement was based on empirical evidence that risk propensity and impulsivity

were strongly associated with personality constructs, but retained their own identities



(Jochemczyk et al., 2017; Highhouse et al., 2022). For example, Buelow and Cayton (2020)
embarked on an empirical journey to uncover the associations between the Big Five personality
traits (e.g., extraversion, agreeableness, openness, conscientiousness, and neuroticism) and
outcomes within risky decision-making tasks, underscoring the personality predispositions that
govern decision-making procedures. In a parallel vein, Indrajaya (2022) observed that
individuals displaying heightened levels of extraversion, conscientiousness, and neuroticism
were predisposed toward impulsive purchasing behaviors, especially in digital domains. Such
behaviors might be symptomatic of a deeper personality configuration that occasionally tends
toward impulsivity. On the contrary, Garcia-Argibay (2019) highlighted that negative senses are
due to the pronounced impact of neuroticism personality and correlated with a diverse range of
behavioral deviations, which led to drug addiction.

Although the literature presented insightful findings regarding impulsivity, personality
traits, and behavioral domains, some scholars (Horwood & Anglim, 2021; Lee et al., 2020)
refrained from mapping the theoretical relationships between impulsive behaviors and
personality. Thus, the current research strived to bridge the gap and bring scholars' attention to
why investigating interrelated relationships between impulsivity, information privacy,
personality, and security behavior was critical for future literary enrichment and practical
applications in cloud business and data security management. Furthermore, the researcher
reasoned that most data breaches were in the cloud security domain (Faro, 2023), and this
amplified the need to delve into the core of the cloud business and security domain to explore the
behavioral factors hindering business performance. With a literary lens, this research was bound

to bring compelling insights and a distinctive voice to the existing literature, representing under-



researched realms of cloud business and data security with a core focus on the complementary
relationship between impulsivity and individual behavior.
Statement of the Problem

The business problem addressed in this study was that human errors led to data security
breaches, resulting in significant revenue loss in the cloud business. Aivazpour and Rao (2022)
examined the role of impulsivity and concluded that motor impulsivity directly influenced the
extent of information disclosure and moderated the relationship between privacy concerns and
disclosure behaviors. Another study on motor impulsivity emphasized the effectiveness of
automated monitoring techniques in assessing impulsive behaviors (Dalimarta et al., 2025). Cui
et al. (2023) examined the moderating effect of openness to experience on the relationship
between team cognitive diversity and innovative work behavior, revealing that openness
moderated the relationship between cognitive diversity and knowledge sharing, thereby
influencing innovation in workplace settings. It is also the cost of downtime, which often results
from human error and is estimated to be as much as $400 billion annually for larger
organizations (Bradley, 2024). Humans still matter in massive incidents of cloud business and
data security breaches (Clifton, 2024; Snipes, 2024).

Recognizing individuals' dynamic personalities, impulsivity, and behavior was crucial for
enhancing cloud business strategies and security management in digital environments (Ding et
al., 2024). The explorations and investigations from various scholars (Aivazpour & Rao, 2022;
Cui et al., 2023; Bradley, 2024; Clifton, 2024) warranted further investigation into how
personality traits interact with impulsivity in shaping cloud business and data security risks.
Similarly, Dornheim and Zarnekow (2024) noted that without a comprehensive understanding of

the factors that lead to security breaches and incur post-breach losses, every organization faces



significant challenges in detecting insider threats, responding effectively to security breaches,
and managing access to sensitive information. Jamieson et al. (2023) further explained that every
business enterprise must close the security policy and training gaps to reduce the likelihood of
unauthorized access, data leaks, and operational disruptions. They further cautioned that data
security vulnerabilities restricted business scalability and revenue streams, with underlying
human errors being the impediments to maintaining customers' trust, ensuring data privacy
compliance, and ensuring technology stability in an increasingly complex digital landscape.
Therefore, the problem this study addressed was the lack of understanding of the relationships
between impulsivity, personality traits, and behavioral dynamics that are important for enhancing
cloud security processes and business continuity, customer confidence, and shareholder value.
Purpose of the Study

The purpose of this study was to explore the direct impact of motor impulsivity on
individual behavior, the chain mediating role of personal information privacy (PIP), and the
moderating role of openness to experience (OE) personality trait (Big Five personality traits) on
the connection between motor impulsivity and individual behavior in cloud business and data
security management. The independent variable explored was motor impulsivity, and the
dependent variable was individual behavior; the mediators and moderators were personal
information privacy and openness to experience. The intended audience was business and
security-related professionals who were familiar with cloud data. The sample consisted of 150
individuals, and the survey participants had over 5 years of experience in cloud business and data
security. Data was collected through a Qualtrics digital survey, incorporating multiple validated
instruments to assess key study variables. The survey comprised demographic variables, such as

participant profile, and standardized assessments of personality and behavioral phenomena.



Motor impulsivity was evaluated by a scale set up by Coutlee et al. (2014), and openness was
assessed using the widely used measure by Rammstedt & John (2007). Personal information
privacy was measured following the model by Smith et al. (1996), and the individual behavior
of cloud business and data security was assessed by means of scales proposed by Parsons et al.
(2014). This study also provided suggestions for the measurement component of personality, like
openness to experience, the moderation effect, and the mediation effect of personal information
privacy, which play a role in the relationship between motor impulsivity and individual behavior
in cloud business and data security environments.

Significance of the Study

The current study had several potential implications and contributions for business
pragmatics and research knowledge. For business practice, the findings of this study have
important implications. Partially at the level of the relationship between motor impulsivity and
individual behavior, the mediating role of personal information privacy, and the moderating role
of one of the Big Five personality traits, openness to experience is the point; controlling the
privacy paradox and impulsive behaviors of the participants is an important milestone, especially
since the organizations were facing an increasing number of cyber security threats. Organizations
should thus address technical and institutional solutions to prevent and control the risks
(Alrashdi, 2023).

This study promoted Aschwanden et al.'s (2024) conclusions that security behaviors were
deeply rooted in personality traits and privacy factors outside of policy enforcement, besides
advancing literature and oration contributions. In addition, recent research added a behavioral
dimension to this field by incorporating a behavioral dimension of cybersecurity into predictive

cybersecurity models (Faschang et al., 2024). The significance extended to artificial intelligence



applications and predictive analytics, which could identify impulsive real-time security behaviors
and provide personalized recommendations to users, laying the groundwork for future Al-driven
interventions, strengthening cloud security resilience, and reducing human error (Khan et al.,
2025).
Research Questions

This correlational quantitative study used a sample of 150 cloud business and data
security professionals to examine two key research questions. The two questions were as
follows:

RQ1: Does motor impulsivity impact individual behavior in cloud business and data

security management?

RQ2: How does privacy of personal information mediate, and how does the Big Five

personality trait of openness to experience moderate, the relationship between motor

impulsivity and individual behavior in cloud business and data security management?
Hypotheses

The hypotheses for the research questions enumerated above were null and alternate
hypotheses and were aligned with two main research questions.

H1o: Motor impulsivity does not significantly impact individual behavior in cloud

business and data security management.

H1.: Motor impulsivity significantly impacted individual behavior in cloud business and

data security management.

H2o: Personal information privacy does not significantly mediate the relationship

between motor impulsivity and individual behavior in cloud business and data security

management.



H2.: Personal information privacy significantly mediated the relationship between motor

impulsivity and individual behavior in cloud business and data security management.

H30: Openness to experience does not significantly moderate the relationship between

motor impulsivity and individual behavior in cloud business and data security

management.

H3.: Openness to experience significantly moderated the relationship between motor

impulsivity and individual behavior in cloud business and data security management.
Assumptions

According to Creswell and Cresswell (2017), the blueprint for a quantitative study is to
confirm hypotheses with empirical indicators and quantitative data, as well as the theoretical
methodologies required to verify or falsify inferences. Consequently, the investigator employed a
quantitative research design, including a correlational type, to systematically examine hypotheses
and statistical procedures. The study's correlational nature allowed for the investigation of the
associations among motor impulsivity and individual behavior, moderated by openness to
experience, one of the Big Five personality traits, and mediated by personal information privacy,
without manipulating the variables (Watzlaf et al., 2015). The implications of the results of this
quantitative research design, as regards the intricate interplay of these variables in cloud business
and data security management, are based on the following assumptions:

1. Respondents answered the Qualtrics survey honestly without much personal bias.

2. The operationalizations for motor impulsivity (Coutlee et al., 2014), openness to

experience (Rammstedt & John, 2007), personal information privacy (Smith et al,
1996), and individual behavior (Parsons et al., 2014) were believed to measure the

intended constructs validly and reliably.
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3. Moderating and mediating effects are the elements and tendencies of open-
mindedness and personality in the relationship between motor impulsivity and
personal behavior, which are significant and expected. Meanwhile, personal
information privacy is a crucial mediator in this association.

4. Multiple regression analysis, a statistical procedure that was appropriate to test for the
relationships among the independent, dependent, moderator, and mediator variables,
was conducted, and the sample size was expected to be large enough to yield a
statistically strong conclusion.

5. The organizations knew and expected the employees' behavior based on risk
propensity.

6. Although organizational policies, cybersecurity training, or previous risk exposure
could affect user responses, the assumption was that the organizational size does not
dominate the investigated variables.

7. Following additional research (Goel et al., 2019), it was hypothesized that there was
an association between impulsivity and risky behavior.

8. The study findings from impulsiveness, openness to experience, and personal
information privacy impacts on individual behavior can be used to enhance cloud
security policy and business management.

Definitions of Terms

Big Five personality traits, the five-factor model (FFM), is the framework for assessing
human personality and referred to as the five-factor model of personality, or OCEAN: openness
to experience, conscientiousness, extraversion, agreeableness, and neuroticism (Zhang et al.,

2024).
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Cloud business and cloud security: Cloud business is described as using cloud computing
solutions to create digital transformations (Alves, 2023). In contrast, cloud security entails the
strategies, technologies, and policies to protect cloud architectures from cyber-attacks, data loss,
and intrusion attempts (Ahmadi, 2024).

Cybersecurity: Cybersecurity is the strategic implementation of protective measures
designed to defend systems, networks, and data security against cyber threats, unauthorized
credentials, and malicious attacks (Dornheim & Zarnekow, 2024). By safeguarding sensitive
information, cybersecurity plays a vital role in preventing breaches, mitigating risks, and
reinforcing the resilience of modern digital environments (Craigen et al., 2014).

Human aspects of information security: Focus on human behaviors, decisions, and
actions that can influence information security (Voss, 2023). It emphasized understanding how
users interact with systems and the potential vulnerabilities that can arise (Dhillon & Torkzadeh,
20006).

Information security: The practices and principles of protecting information from
unauthorized access, use, disclosure, disruption, or destruction. It encompasses physical and
digital data protection methods (ISO & IEC, 2022).

Insider Threat: According to Dalal and Gorab (2016), insider threats are the risks caused
by organizational resources like employees, contractors, or business partners who misuse their
authorized access to systems, networks, or data, either intentionally or unintentionally, in a way
that could harm the organization.

Impulsivity: Refers to actions without forethought and a personality trait that urges to act

on a whim without deliberation or consideration of the consequences (Moeller et al., 2001).
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Personality: Demaree et al. (2005) described personality as a complicated portrayal of an
individual whose thinking patterns, sentiments, and behaviors were consistent over time and
context.

Phishing: A cybersecurity attack where disguised hackers force online users and
organizational members to reveal confidential, personal, and business-sensitive information
(Zhang, 2025). The deception tactics look very authentic in that the individuals are easily
exploited through emails, counterfeit websites, or misleading communications, ultimately
leading to unauthorized access to sensitive data (Cybersecurity & Infrastructure Security
Agency, 2023).

Privacy concerns: Refer to individuals' apprehensions about losing control over personal
information and the potential for unauthorized access to or misuse of this data (Smith et al.,
2011).

Social Engineering: According to the National Institute of Standards and Technology
(2025) glossary, “An attempt to trick someone into revealing information (e.g., a password) that
can be used to attack systems or networks” (p. 60).

Organization of the Dissertation

Chapter 1 of this dissertation introduced impulsivity, personality, information privacy,
and behavioral implications, drawing potential connections to insider threats and data breaches.
Then, the problem was stated, along with the purpose and significance of the study, sourcing
relevant literature to recognize the knowledge gap in cloud business and data security
management. Furthermore, suggestive contributions and centered research questions clarified the
focus of the research and its objectives, while an outline of the remaining chapters was drawn.

Chapter 2 incorporated the literature review within the broader context of impulsiveness,
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information privacy, personality traits, and individual behavior and relationships, which were
systematized in a thematic format. The review was initiated by outlining the literature search
strategy and the study's theoretical framework, including the risk propensity model (RPM) and
the Big Five personality characteristics. The main themes explored in the literature included
motor impulsivity, personality type, openness to experience, and personal information privacy as
influencers of human behaviors in cloud business and data security management.

Chapter 3 described the quantitative research design, population criteria, random
sampling, reliability and validity, instrument development, and data collection, and considered
ethical obligations. Additionally, data analysis procedures and the broader impacts of the study
were highlighted. The statistical results were illustrated in Chapter 4, and the data
standardization procedures were documented, as well as descriptive and inferential statistics and
hypothesis test results. Chapter 5 discussed the hypotheses' results, and their applicability to the
theoretical context in the dissertation's literature review; future research recommendations and
study limitations were noted with valuable insights and contributions to cloud business and data

security management.
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Chapter 2: Literature Review

The purpose of this study was to investigate the direct impact of motor impulsivity on
individual behavior, to the extent to which openness to experience, a Big Five personality trait,
moderated the relationship between motor impulsivity and individual behavior, with personal
information privacy serving as a mediating factor in the context of cloud business and data
security management. Within cloud business and data security, a subset of the cybersecurity
profession, information security and privacy are widely recognized as fundamental values
(Pawlicka et al., 2022). Once organizations started to leverage cloud computing solutions for
both scalability and cost effectiveness, security became an integral part of their end-to-end cloud
business and their respective data security and cybersecurity methodologies for safeguarding
against threats in current digital environments (Craigen et al., 2014). Because motor impulsivity
has been reported to affect the way how people participate in social impulsivity, Big Five
personality traits corresponded to impulsivity (Indrajaya, 2022) and were found to manage
private data (Aivazpour & Rao, 2020). Big Five personality traits and impulsivity relations with
individual behavior comprised the present study, which examined the interplay of such
constructs and their influence on cloud business and data security management.

The literature review involved an in depth study on impulsivity, privacy concerns, Big
Five personality traits (openness to experience), and their importance in explaining human
factors impacting cloud computing and information security in the cloud business and data
security domain. This chapter commenced with a description of the search strategy in the
literature that had been developed, which followed presentation of the specific search engines
utilized, search terms utilized to search for publications, and criteria for evaluating relevance and

credibility for all search results; then qualified the theoretical grounding of this work in the
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discussion about tendency to take risks model (RPM) has been instrumental in forming the
research. Specifically, the RPM facilitated the connection between the Big Five Personality traits
and impulsivity, a linkage essential for exploring the moderating effects of these traits on the
relationship between impulsivity and privacy concerns within the cybersecurity domain.
Following this, the researcher delved into the main body of the literature review, which was
organized into three key themes. The first theme addressed impulsivity and privacy concerns as
influencers of human behaviors in cloud business and data security roles. The second theme
explored the contribution of impulsivity to the interaction with personality and information
security. The third theme investigated personality and privacy. The discussions comprehensively
addressed the study variables, including motor impulsivity, personal information privacy,
openness to experience, and individual behavior, and focused on the most important relationships
among them. As the literature overview identified, a key gap in the research was determined,
highlighting the importance of future research to fill this gap. The chapter was closed with a
recapitulation of the main points presented, offering a cohesive summary of the insights gained
through the literature review.
Literature Search Strategy

To retrieve articles for this study, the researcher utilized the Franklin Library, including
Ohio Link, providing access to theses and dissertations from students at 31 academic institutions
in Ohio, making it a rich resource for academic research. ProQuest was another offering of
Franklin Library, with curated content aligned with academic curricula and advanced search
tools to support the investigators. Electronic Journal Center, Google Scholar, and Emerald
Insight databases were primary sources for retrieving literature on cloud business, cybersecurity,

and personality traits related to impulsivity, individual behavior, and privacy concerns. The
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Google Scholar database was helpful because it included sources across the entire cloud business
and data security, including sources from scholarly journals, professional conferences, and
websites that contained acceptable sources. One risk of using this search engine was that it was
necessary to use effective filters to ensure that only genuinely scholarly sources were accepted
for this review, instead of various other sources that may have been included in the search hit
from across the cloud. The Emerald Insight database was helpful because it focuses specifically
on more professional disciplines, including disciplines such as cybersecurity and psychology. By
searching these two databases, the researcher retrieved sources on all the topics of interest for
this literature review.

The search terms for the literature search were derived from the primary constructs of the
selected topic, including privacy concerns, impulsivity, cybersecurity, privacy practices,
personality, information security, risk propensity, and the Big Five personality traits. The
researcher conducted the literature review by running searches using various permutations of
these concepts. For example, one search included privacy concerns and impulsivity, and another
included impulsivity and personality. I retrieved approximately 90 articles for this literature
review through these searches of the selected databases. When each article was retrieved, the
titles and abstracts were examined to ensure that the article in question was appropriate for
inclusion in the present literature review. The researcher was thus finally responsible for all of
the articles included in the study and did not depend only on the search engines themselves to
produce credible results.

In addition to this manual examination of retrieved sources, the researcher also
established parameters during the search. Two main parameters were important in this regard.

The first consisted of establishing year limits so that most of the articles retrieved were published
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within the past 5 years. However, this filter was turned off for the search regarding the
theoretical foundation section, since it was important for that section to retrieve older and
seminal sources to gain a sense of development over time. The second parameter required that
only scholarly sources be retrieved through the search. The search was driven by the search
terms alone, and the main themes and categories of the literature review were developed
afterward through an analysis and synthesis of the sources retrieved through the search process.
The main themes were designed to emphasize the focus on cybersecurity and the interrelations
among the variables of impulsivity, privacy, and information security. Three main themes
emerged, and within each were two subthemes, together creating the structure of the body of the
review. Such interconnection was inevitable, given the subject matter, though the researcher
endeavored to differentiate them sufficiently to ensure that each debate formed around a
distinctly different issue.
Theoretical Framework

The entire study was based on the RPM as its theoretical framework. No single theorist
can be credited for how the RPM came about; instead, it evolved due to studying the root of the
construct of risk propensity. Sitkin and Pablo (1992), for example, introduced risk propensity as
a critical determinant for how individuals assessed the levels of risk in a situation (either real or
imagined) and how they reacted to it—implicitly or explicitly—those perceptions. Nicholson et
al. (2005) built on this research by linking risk propensity to personality, finding that certain
personality traits were significantly associated with increased odds of risk-taking behavior. Zhao
and Seibert (2006) also assisted in developing the RPM by examining the connection between
Big Five personality traits and entrepreneurs' status, which was used as a proxy for risk

propensity. Their findings revealed that individuals with greater risk propensity exhibited distinct
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personality traits compared to those with lower risk propensity. This body of work collectively
facilitated the evolution of a comprehensive model linking risk propensity with personality traits,
culminating in the conceptualization of the RPM employed in this study. The RPM was closely
connected to the General Risk Propensity Scale (GRiPS), which served as the primary empirical
tool for measuring risk propensity and was validated as reliable within the relevant scholarly
literature (Meertens & Lion, 2008; Zhang et al., 2018).

The RPM focused on linking risk propensity with personality traits. The GRiPS provided
an effective method for empirically measuring risk propensity. At the same time, the Big Five
personality traits, well-established in scholarly work, had a long history of being measured in
valid and reliable ways (von der Linden et al., 2010). Thus, both core elements of the RPM were
amenable to rigorous empirical measurement within this study. The findings further supported
the assertion by Highhouse et al. (2022) that risk propensity was significantly independent of the
constructs of the Big Five factors. This independence indicates that risk propensity cannot simply
be reduced to or treated as a direct function of these personality traits. On the contrary, RPM
served as a sound theoretical and empirical framework in this study, in that it allowed us to
integrate two different variables, risk propensity and personality, without confounding them (Lee
et al., 2020). This differentiation highlighted the necessity of using a tool such as the RPM to
look at these variables in a more integrated and valid way for the current study. Subsequent
research has reinforced the notion of a risk tendency construct and its relationship to the RPM
(Jochemczyk et al., 2017). For example, Zhang et al. (2023) examined the pros and cons of
involvement with risk-takers. Their results indicated that risk-takers may have negative traits
according to the Big Five and are expected to practice counterproductive work behaviors than

non-risk-takers. The impact of organizational whistle-blowing on the atmosphere of an



19

organizational value and citizenship behavior (Miglin et al., 2019). However, the positive side
was that a risk taker frequently adds to the success of an organization in breaking ineffective
rules, introducing innovation, or helping an organization learn and find solutions that reach
beyond existing operational limits (Mirsch et al., 2017). This double-faced nature of the behavior
of the risk-takers backed important implications for the cloud business and data security context.
In a second study, Jochemczyk et al. (2017) studied the interaction between risk propensity,
personality traits, and time perspective. Pawlicka et al. (2022) found that time perspective, an
individual's inclination to operate in the present moment versus the future, was a stronger
predictor of risk propensity than personality traits.

In other words, risk takers among the professionals were the people who were conscious
about living in the here-and-now, which was supported by the conclusion of Highhouse et al.
(2022) that risk propensity was an independent construct, distinct from personality traits, which
must be regarded as a separate but connected variable. RPM arises from the interpretation that,
naturally, unified the linking between personality traits and the risk without mixing and
confusing them (Peterka-Bonetta et al., 2019). Furthermore, these insights supported the
theoretical basis of the present study by considering various interrelated factors and further
assuming personality factors as moderators of risk.

Before the literature review was continued, it was worth briefly discussing that the Big
Five personality model had much to do with this study. The Big Five personality traits—
openness to experience, conscientiousness, extraversion, agreeableness, and neuroticism—are
widely recognized and commonly referred to as the OCEAN model, an acronym of these traits
(Rothmann & Coetzer, 2003). Unlike many other personality assessments, the Big Five model

has confirmed validity and reliability in the relevant literature, which accurately empirically
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measured existing personality traits (Zhang et al., 2018). This study used the Big Five model to
define personality traits, and risk propensity was defined using the GRiPS. Similarly, privacy
concerns, particularly regarding personal information, play a significant role in shaping
individuals' behaviors and decision-making processes, which are central to the RPM. Personal
information privacy refers to individuals' apprehensions about how their data was collected,
stored, and used, especially in digital environments (McClain et al., 2023). According to
McClain et al. (2023), risk played a significant role in people's perceptions when asked to
consider the potential benefit (information sharing) versus cost (the possible misuse or
unauthorized access to the information). For example, research by Sichel (2021), Ji (2022),
Musafiri Mimo (2022), and McClain et al. (2023) has evidenced that individuals with higher
levels of privacy concerns were more likely to take protective measures to reduce information
disclosure or make use of privacy-protecting tools. This supported the RPM argument that risk
propensity was influenced by personality differences and situational factors, like privacy
concerns, that affected people's perceptions of and responses to risk (Lee et al., 2020).
RPM Application and Framework

The RPM was particularly suitable for the current study because the present study
regarded personality traits as moderators, impulsivity as a precursor, and privacy concerns as a
mediator. The RPM offered an important paradigm to explore how privacy concerns, like
personal information privacy, interact with impulsivity, influencing business risk-taking
behaviors, where high conscientious students might have higher sensitivity to privacy risks,
leading to conservative trade-offs, and open students might favor innovation and tolerate higher
privacy risks (Merians Penaloza, 2024). Privacy worries were not monolithic but were subject to

strict dependence on cultural factors, technological literacy, and experiences of previous data
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breaches, which have also emphasized research (Rousseau, 2024). Hwang (2024) suggested that
by incorporating privacy into the RPM, scholars would be in a stronger position to grasp the
subtle and indirect manners in which privacy impacts risk propensity, thereby guiding the
development of effective privacy laws and system protection processes. According to the RPM,
motor impulsivity was a precursor for risk behavior because it impacted how risky situations
were perceived and dealt with (Jochemczyk et al., 2017). Individuals with high motor
impulsivity tendencies were more likely to engage in risky actions, as they may be more willing
to act than think before they act (Highhouse et al., 2022). This was consistent with the RPM's
definition of risk propensity as an attribute of an actor. In contrast, the subjectivity or purely
cognitive interpretation of risk propensity occupied one of the endpoints of the dimension.
Proclivities and perspectives influenced their broader attitude toward risk (Rizki et al., 2022).
Motor impulsivity was the main factor in understanding how particular persons were
before experiencing any thrill or newly discovered sensation, because of a reserve of energy in a
race against time—risk-prone across domains, such as cybersecurity and information
management (Ana, 2024). Furthermore, the RPM's connection between personality traits and risk
propensity provides a valuable lens for examining the role of motor impulsivity. RPM's ability to
integrate these nuanced interactions made it an ideal framework for conceptualizing motor
impulsivity, not as an isolated variable, but as one that interacts with personality traits and
privacy concerns to influence human behaviors in situations that involve risk, such as cloud
business and data security (Hadlington, 2017). Thus, RPM served as the conceptual and
analytical framework and robust foundation for this study, effectively connecting intricate
relationships of openness to experience and personal information privacy and motor impulsivity

with risk propensity.
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Conceptual Framework

The RPM proved highly relevant to this study as it conceptualized the personality trait of
openness to experience as a moderator, motor impulsivity as an antecedent, and personal
information privacy as a mediator. This framework in Figure 1 successfully linked the study
variables, enabling an exploration of their combined influence on motor impulsivity and the
resulting individual behavior outcomes in cloud business and data security management.
Figure 1

Conceptual Model

Muoderator variable

OPCIII]CRR to cxpcricncc

Independent Dependent
varlable varlable

Motor impulsivity v > Individual behavior

Personal information privacy

Mediatar variable

Note. The tripartite relationship between the predictor, mediator, moderator variables influencing

the outcome is demonstrated in the conceptual framework.
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The study's conceptualization represented a viable connection among these variables, with the
causal chain from motor impulsivity to individual behavior. Within this chain, personal
information privacy functioned as a mediating variable, while openness to experience was a
moderating variable. Given that the RPM was not a fixed model but a flexible analytical tool, it
was an excellent theoretical foundation for this study. By intertwining and cross-linking these
constructs, the researcher was able to understand the relationship between these constructs and
how personality traits, impulsivity, and privacy concerns work together to shape behaviors. This
flexible structure strengthened the researcher's power to answer the research questions and
generate knowledge, which is very valuable to the field for cloud security management in
business and data. This dynamic framework reinforced the study's ability to address its research
objectives and contribute valuable knowledge to cloud business and data security management.

Furthermore, RPM broadly asserted a connection between risk propensity, personality
traits, and other related variables. However, existing literature indicated that risk propensity was
not directly caused by personality traits, a topic that was explored further in subsequent
discussions. For this study, the approach reflected a legitimate and well-grounded use of the
RPM, rooted in an understanding of literature on the evolution of the risk propensity construct
over time. In the literature review, three main categories were emphasized: 1) the association
between impulsivity and the individual’s behavior; 2) the interplay of impulsivity, personality
traits, and behavioral patterns; 3) the contribution of impulsivity to privacy concerns and the
individual’s decisions. These themes provided the foundation for examining the two central
research questions.

RQ1: Does motor impulsivity impact individual behavior in cloud business and data

security management?
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RQ2: How does privacy of personal information mediate, and how does the Big Five

personality trait of openness to experience moderate, the relationship between motor

impulsivity and individual behavior in cloud business and data security management?
The research questions presented are grounded in the conceptual framework of this study, and
the main topics of the literature review are derived from the constructs within that framework
and the research questions. This section has effectively established the interconnections between
motor impulsivity, privacy concerns, personal information privacy, and individual behavior
within the broader context of cloud business and data security management. Notably, the second
topic of the review delved into the relationships among motor impulsivity, openness to
experience, and individual behavior.
Review of the Key Literature

The structure of this literature review was designed to intertwine the discussions across
the three main topics: 1) impulsivity and individual behaviors, 2) impulsivity and privacy
concerns influencing individual behaviors, and 3) impulsivity, personality, and individual
behavior relationships in cloud business and data security management, forming a cohesive and
interwoven narrative. Each theme maintained its separate focus, but deliberate overlap was
created to illustrate relationships between the themes to yield an integrated picture of the
variables. A braided style was well-suited to this study's complicated framing to ensure that the
central concepts' relationships were examined, shaken out, and put into context.
Impulsivity and Individual Behaviors

Impulsivity related to personality was characterized by the ability to make hasty,
unplanned decisions, which was a big deal and may have a profound, if not fatal, impact on the

cloud business and data security governance (Gilliam et al., 2020). They also demonstrated that
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impulsive people were more likely to engage in risky online behaviors, such as sharing personal
details, failing to adhere to cybersecurity best practices, and getting caught in phishing scams.
Similarly, Diotaiuti et al. (2022) contended that impulsive tendencies are particularly concerned
in cloud-based systems, where instant access and ease of data sharing can intensify impulsive
decision-making. However, Demircioglu and Kose (2022) suggested that impulsivity interacted
with Big Five personality traits, such as openness to experience and conscientiousness, which
shaped digital security behaviors. McElroy and Dowd (2023) indicated that individuals who
scored high in impulsivity and low in openness to experience and conscientiousness were more
likely to disregard security protocols, making cloud systems vulnerable to breaches.

Cloud business models relied heavily on user autonomy, which was problematic when
impulsivity drove security lapses (Dezhkam et al., 2022). Research indicated that impulsive
individuals were likelier to ignore multi-factor authentication, reuse weak passwords, and engage
in unauthorized data transfers, which heightened cybersecurity risks (Durodolu, 2016; Nasirpouri
Shadbad, 2021). Given the dynamic nature of cloud systems, businesses failed to consider
behavioral interventions alongside technical security measures to mitigate impulsive decision-
making (Rousseau, 2024). Cremer et al. (2022) found that cloud business and data security
management professionals with high impulsivity favored aggressive security measures, while
those with lower impulsivity adopted conservative approaches. Collier (2023) mentioned that
cybersecurity professionals exhibited varying risk propensity levels, influencing their cloud
business and data security decision-making strategies. Understanding individual behavioral
differences improved team dynamics and risk assessment models, ensured balanced
cybersecurity strategies within cloud businesses, but the structural design of cloud platforms

unintentionally encouraged impulsive behaviors (Babar, 2024). Suntwal et al. (2025) affirmed
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that interfaces optimized for speed and ease of access inadvertently promoted impulsive user
actions, such as clicking through security warnings without scrutiny. Ana (2024) noted the
importance of cognitive interventions that helped users learn to recognize when they were acting
impulsively and to stop and think before doing something risky on-screen. Musafiri Mimo
(2022) explained that motor impulsivity is exhibited when an individual acts first before having a
chance to process the information, which affects how users interact with cloud-based
applications and systems.

Additionally, Musafiri Mimo contended that the ad hoc users clicked by mistake on rogue
links (in accordance with a cloud or other service provider scenario), bypassed security
warnings, or allowed too quickly some access without validating the entity. Voss (2023)
explained how hasty, impulsive behaviors increased vulnerabilities within cloud business and
data security domains, making data breaches and unauthorized access more likely. Furthermore,
the fast-paced nature of cloud business application systems, where efficiency and ease of access
are prioritized, led users to react instinctively rather than thoughtfully and amplified impulsivity
(Clifton, 2024).

Motor impulsivity impacted cybersecurity risk management, particularly in decision-
making processes related to cloud business and data security settings (Yasin et al., 2024).
According to Aschwanden et al. (2024), motor impulsivity was a primary factor in social
engineering attacks, which led subjects to be conned into violating their own security through
social interactions. Their findings revealed that cybercriminals often exploited impulsive
behaviors by sending phishing emails, fraudulent cloud access requests, or fake authentication
alerts, prompting users to act without carefully evaluating authenticity. Nonetheless, cloud

business and data security professionals who failed to pause and assess the legitimacy of such
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requests due to impulsivity were at a higher risk of falling for security threats (Dornheim &
Zarnekow, 2024). Cloud business models lost focus on detecting insider threats and designing
behavioral cybersecurity training that would have taught users to recognize impulsive reactions
and encouraged adopting intentional security practices (Georgiadou et al., 2022).

The privacy paradox, which was referred to as a disconnect between individuals' stated
concerns about privacy and their actual online behaviors about data security, but engaged in
risky behaviors, was linked to impulsivity (Al-Nuaimi, 2024). The privacy paradox, known as
the hiatus between people's stated concern for privacy and online privacy behaviors, involved
various risky behaviors and was associated with impulsivity (Al-Nuaimi, 2024). However,
Burton et al. (2023) posited that individuals with high impulsivity often lack intent-behavior
congruence, thus exhibiting inconsistent privacy management. According to Sadeghi et al.
(2023), privacy paradox in cloud business entails personnel who clicked on suspicious links or
saved personal details at unsafe locations based on convenience and temporal decision making.

Summary. In this section of the literature review, I presented the influence of impulsivity
on individual behavior in cloud business and data security management. Specifically, I
concentrated on how a personal psychological trait, such as the motor impulsivity domain, led to
cloud business and data security vulnerabilities. The key takeaway revealed that impulsive
people were likelier to exhibit dangerous digital behavior, including ignoring cloud security best
practices, sharing sensitive data with those they should not, and clicking on suspicious links in
emails or websites without proper due diligence. Furthermore, the privacy paradox, whereby
users expressed privacy concerns yet engaged in actions that contradicted their privacy,
demonstrated the challenge of aligning intuitive-based decision-making with sound practices of

cloud business and data security. Therefore, the privacy paradox has highlighted the significance
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of adaptive security interventions that help override impulsive dispositions regarding cloud
business and data security environments. Most importantly, the conversation in this section
brought forward the role of motor impulsivity in forming cloud business and data security
professionals in the digital security landscape. Threats, especially in cloud-based
communication, and the importance of understanding the privacy paradox phenomenon by
integrating motor impulsivity with individual differences.

Impulsivity and Privacy Influence on Human Behaviors

This part of the literature review concentrated on the impulsive characteristics and
privacy concerns as a significant role in stimulating individuals' behavior in cloud business and
data security. It was categorized based on impulsivity, privacy concerns, human factors, and data
security in the cloud business. A central theme that developed from this discussion was privacy.
Paradox phenomena illustrated the dissonance between people's expressed attitudes toward
privacy, on the one hand, and their actual behaviors, on the other, when it comes to interacting
with the cloud and other digital platforms.

The privacy paradox highlighted a dichotomy between purposeful, reflective
considerations of privacy and impulsive actions that undermine privacy in the heat of the
moment in naturalistic circumstances. It also considered the implications of the privacy paradox
in cloud business and data security, how it applies to business as usual, and the challenges
confronting business and technology professionals. They protect users' privacy and counteract
impulsive behaviors that subvert security procedures. By examining these processes, this section
has offered invaluable predictors of interactions in which impulsivity and privacy concerns
impact security-related behaviors, since not only cloud business but also data, obligation, and

accountability security are all dynamic.
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Impulsivity and Privacy Concerns

The privacy paradox, which concerns impulsivity and privacy, was widely discussed in
the literature and explained how individual professionals can say they value protecting their
privacy but act in ways that are at odds with that value. According to Aivazpour and Rao (2020),
motor impulsivity played a significant role in this paradox, as it can lead individuals to behave in
ways that contradict their stated values regarding privacy. Similarly, Mantilla and Robles-Flores
(2021) found that individuals with higher levels of risk aversion tend to be less influenced by the
privacy paradox when engaging with the cloud business and data security, suggesting that
aversion to risk served as a protective factor against impulsive privacy-compromising behaviors.
Goel et al. (2019) also pointed to the role of motor impulsivity in the privacy paradox, as people
might weigh short-term gains versus long-term costs differently; those higher in impulsivity are
more likely to push for immediate gains, regardless of the long-term implications of revealing
their privacy.

Ji (2022) further supported this by emphasizing that impulsive individuals are less likely
to weigh future costs. Waranowicz (2024) contrasted this with less impulsive individuals, who
take long-term consequences into account and adjust their behavior accordingly. Impulsivity
emerged as a key driver of actions that can compromise an individual's personal business-related
privacy. In this context, impulsivity can be closely aligned with risk propensity, as impulsivity
often involves a greater willingness to take risks, specifically the short-term disregard for privacy
risks in favor of immediate rewards. In their research, Alashoor et al. (2022) found that people
cared less about privacy when exhausted or in an elevated mood. According to Flores (2016),
being tired, for example, can negatively affect impulse control, and an elevated mood could also

make one less attentive to the potential negative consequences of one's actions in the present. In
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another study, Ioannou et al. (2021) found that dispositional mindfulness may serve as an
antecedent to privacy concerns. This finding was logical, given that dispositional mindfulness
likely has a significant connection with impulsivity, such that the greater the dispositional
mindfulness of any given person, the lower their impulsivity.

Moreover, Durodolu's (2016) research suggested that the cloud was often designed to
make people more impulsive and thus more likely to ignore their declared individual and
organizational privacy concerns. This practice was sometimes known as digital nudging, and it
involved providing users with implicit or explicit encouragement to be more impulsive (Mirsch
et al., 2017; Adjorjan & Ricciardelli, 2019). This point calls attention to the fact that actors in the
cloud business and data security who are aware of the privacy paradox can behave in predatory
ways to pursue their interests by undermining cloud users' concerns about privacy or their
willingness to control their impulses in alignment with those concerns. Diotaiuti et al. (2022)
discussed cloud addiction, which was quite relevant to the present discussion. According to these
researchers (Blaschke, 2019; Adorjan & Ricciardelli, 2019), greater impulsivity and
codependency can catalyze cloud access addiction, just as they could potentially catalyze
addictions of various kinds. For present purposes, however, one must also consider that addiction
could radically increase impulsivity in terms of the privacy paradox. When a person is addicted,
the strength of their will is significantly compromised, and they will likely do whatever is
required to obtain the object of their addiction, even if doing so means compromising their
values. In this context, if people value privacy, they are also addicted to cloud applications (Lin
et al., 2016). They would almost certainly compromise the value of business and personal
information privacy to obtain access to various cloud business and data security areas or engage

with various services. Lyvers et al. (2021) also studied cloud addiction and impulsivity, and a
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similar implication can also be drawn from that research. In this context, the practice of digital
nudging became particularly insidious insofar as it could be a way to catalyze Cloud addiction,
influencing working employees in the cloud business and data security (Le, 2019). According to
(Lembcke et al., 2019), greater impulsivity led to diminished practical concerns of privacy, but
also that social engineering agents on the cloud market may be aware of this fact and thus try to
increase impulsivity of the employees, with the result that those agents could more easily
manipulate cloud business users. The empirical evidence largely supported the existence of the
privacy paradox, although different studies in the literature posit different specific conceptual
relationships between various factors underlying the paradox.

For example, Barth et al. (2019) found that business application users typically take
several considerations into account, such as the ease of using the application or the relative cost
versus benefit of using it. Such findings suggest a high level of impulsivity in the first place,
such that the paradox was somewhat dissolved as a paradox per se through users simply being so
impulsive that they no longer think very much about privacy. Such dynamic, however, would be
very problematic, because as Nedelec (2018) has indicated, people with higher impulsivity in
both online and offline settings report greater levels of victimization. Therefore, one could draw
the implication that cloud business and data security users today are being primed for high levels
of victimization as they become either less mindful of privacy, even in theory, or less active
regarding their privacy concerns in practice. While the privacy paradox may be difficult to model
in rigorous terms accurately, Hirschprung et al. (2022) have made efforts in this regard using soft
logic and other mathematical techniques to model the ways that impulsiveness and privacy
concerns relate to each other within the context of cloud users' experiences. In sum, it was fair to

say that the privacy paradox was 'real'. It described an actual 'gloss-over' among cloud users of
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their stated privacy concerns and their implementation of practices substantiating them.
Moreover, the privacy paradox often occurs not due to users' behaviors not matching intentions
(e.g., people worrying less about privacy) but due to users losing sight of privacy issues. It
suggested that privacy concerns were more likely to increase than decrease over time.
According to Ostendorf and Brand (2022), it was misguided to imagine that cloud
business and data security users are engaging in a rational calculus of costs versus benefits when
they disclose information about themselves. Instead, it is essential to recognize that individuals
operate in a digital environment where they are frequently encouraged to disclose personal
information from various sources (Voss, 2023). In such a context, it became meaningless to
maintain that cloud business and data security users are rational actors. The practice of digital
nudging, for example, made this point very clear (Lyvers et al., 2021; Mirsch et al., 2017). Cloud
business and data security marketers seek to downplay users' privacy concerns while
strategically encouraging them to share personal information (Hadlington, 2017).
Furthermore, Briggs et al. (2017) contends that cloud business and data security marketers'
approach often involves framing data disclosure as harmless or beneficial, leveraging persuasive
techniques to promote engagement while minimizing perceived risks. Such manipulations to
disclose data can sometimes be highly manipulative, even when they adhere to legal standards,
let alone the actions of hackers and other malicious entities operating beyond those legal
boundaries (Khan et al., 2021). Therefore, the privacy paradox presented significant challenges
from the information security standpoint. Individuals with higher impulsivity are more prone to
risky behaviors that put their data privacy at risk (McElroy & Dowd, 2023). Additionally, digital
platforms are often designed to promote impulsive decision-making, further amplifying these

vulnerabilities (Zhang et al., 2023). This general context established the importance of the main
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topic selected as the focus of the present study's inquiry. It was essential to understand the
business privacy paradox better and to work toward mitigating its negative consequences.
Human Factors and Privacy Concerns

Cloud business and data security professionals are concerned with impulsivity and
privacy issues (Hwang, 2024). Conceptually, such professionals are called to either help reduce
impulsivity or improve privacy protections in a way that considers impulsivity. According to
Gillam and Foster (2020), three factors that contribute to enhanced privacy measures among
cloud users are 1) perceived susceptibility, 2) perceived cost, and 3) self-efficacy. According to
Georgiadou et al. (2022), cloud business and data security professionals' prioritization and time
allocation to learn potential risks to the business, cost-effective security measures, and secured
cloud application navigation enhancements contributed to the mitigation of insider threats. Burt
(2019) indicated that privacy had become a top concern within the cybersecurity discipline, such
that the concept of privacy was increasingly converged with the concept of security.

Once regarded as an abstract ethical concept, data privacy has evolved into a more
tangible notion of security, emphasizing data protection from unauthorized access and malicious
threats (Blevins et al., 2021; Suntwal et al., 2025). Risk propensity varies widely among cloud
business and data security professionals, shaping how individuals assess digital threats and
determine appropriate responses (Diotaiuti et al., 2022). Differences in risk perception between
cloud business professionals and data security experts may significantly impact decision-making
and the creation of security measures in the digital realm (Nifakos et al., 2025). According to
Cremer et al. (2022), such people are likely to engage in aggressive or proactive security
measures, which involve planning for unknown dangers. Conversely, those with a lower risk

tolerance may focus on conservative approaches, emphasizing compliance, structured protocols,
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and minimizing vulnerabilities rather than proactive engagement (Ahmed et al., 2021; Stewart,
2020). However, Akeiber (2025) illustrated that cloud business and data security professionals
must be aware that malicious actors are actively exploiting the privacy paradox to protect cloud
users from their personal information. As Li and Liu (2021) noted, most cyber-attacks involve
the theft of digital information, and many such attacks involve the cloud business and technology
users at least tacitly or implicitly permitting the attackers to access the information in question.
Emerging technologies, such as 5G networks, raise further issues regarding matters of privacy
and trust (Mazurczyk et al., 2020). Emerging technologies can create new vulnerabilities,
meaning that even if users maintain consistent levels of impulsivity and privacy awareness, the
overall risk to privacy may still rise (Babar, 2024). Furthermore, business and technology users'
concerns do not necessarily evolve as quickly as emerging threats, exposing them to increased
security risks (Ahmadi, 2024; Aiken, 2016). Enhanced convenience also consistently threatens to
undermine users' concerns for privacy by altering their cost/benefit calculus or simply nudging
them into the ever-greater acceptance of privacy violations as a matter of course (Valasek, 2022).
The emergence of smart cities, for example, has produced significant challenges in this
regard, and a key cloud business and data security priority consists of ensuring the privacy and
security of all users' data even as the collection and transfer of data becomes an ever more
ubiquitous feature of modern life (Habibzadeh et al., 2019). In short, from the cybersecurity
standpoint, the privacy paradox must be considered regarding broader environmental and
technological developments. Given the pressures on privacy in the modern digital environment,
it makes sense that cloud business and data security professionals have turned attention to
technological improvements to privacy, such as utilizing blockchain technology (Kshetri, 2017).

According to Snipes (2024), it is reasonable to assume that cloud business and data security users
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will maintain similar levels of impulsivity over time, with little likelihood of a significant
decrease. Therefore, cloud business and data security professionals may wish to build privacy
protections into the cloud applications and digital technologies themselves and, thus, do not
depend as heavily on the self-control and discipline of the users (Collier, 2023). The threats
themselves are also becoming highly sophisticated, as one can see from the new privacy threats
that are opened up through the emergence and proliferation of Al-powered chatbots and other
digital technologies of that sort (Gupta et al., 2023). Dealing with digital threats by only
motivating business and technology cloud users was too weak to be influenced by online gaming
behavior during the pandemic (Ostendorf & Brand, 2022). More realistically, they noted,
strategies such as security built into the hardware, losses associated with impulsive behavior and
improved privacy protection at the root level could help mitigate the risks.. Organizations must
strategize cloud businesses to help mitigate the organizational privacy paradox by ensuring that
business privacy safeguards are embedded directly into the technological infrastructure (Suntwal
et al., 2025). Autonomous vehicles provide another example of a case where protections for
privacy may need to be built in instead of relying on user compliance with best practices
(Taeihagh & Lim, 2019). At least some of the literature on organizational cloud business and
data security downplayed the importance of impulsiveness as such and instead called attention to
the ways that cloud business and data security professionals can circumvent concerns regarding
user impulsiveness when working to protect privacy (Gillam & Foster, 2020; Edwards et al.,
2021; Diotaiuti et al., 2022). This approach may become increasingly important as the relevant
technologies and threats become more complex, presenting a threat to privacy that could

potentially dwarf the role of impulsiveness.
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Nevertheless, Kannelonning and Katsikas (2023) clarified that human beings remain a
weak link in cybersecurity efforts. Therefore, a subset of cybersecurity professionals must
consider human factors when developing tools and systems to protect users' privacy. According
to Al-Nuaimi (2024), several distinct behavioral and socio-cognitive factors influence people's
privacy-related factors. Although this article does not pinpoint the impulsivity factor, its general
findings are congruent with the points regarding impulsivity made in the previous section of this
literature review. Likewise, Kont (2023) found that human factors play a significant role in cloud
business and data security, with knowledge of potential risks being one important factor in this
regard.

Overall, cloud business and data security professionals need to work toward building
material security into digital technologies and information systems and help raise general
awareness among users regarding threats to privacy and the importance of vigilance (Stewart,
2020). Starks (2022) contends that cloud business and data security professionals can become
knowledgeable in the privacy threats and develop systems that objectively block off possibilities
for human factors, such as impulsivity, to compromise users' privacy. However, the human factor
will always be a weak link in cybersecurity efforts. Suppose people are careless about sharing
their private information on the cloud. Ultimately, bad actors will find a way to take advantage of
the situation and pursue their nefarious self-interest (Le, 2019). An awareness of human factors
was thus important both for designing systems with those factors in mind and raising awareness
about potential privacy threats (Ana, 2024). In this context, Sadeghi et al. (2023) suggested that
cloud and data security business and technology professionals should be trained to reflect on
their ethical priorities, given that such priorities often produce cybersecurity vulnerabilities. For

example, people who prioritize speed, ease, and short-term gains may make ethical choices that
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enhance the risk of cybersecurity vulnerabilities. Likewise, Pawlicka et al. (2022) suggested that
the development of cybersecurity policies should be human-centered, which means that it should
always be rooted in the awareness that cybersecurity professionals, end users, and bad actors are
all human beings. Incentive structures, ethical decision structures, tradeoffs between values, and
related matters will thus always be important when considering how best to protect privacy on
the Cloud and within digital technologies and information systems.

Personality factors influence aptitudes and risks in this regard, as people with different
personalities often have different degrees of awareness and risk tolerance (Anastasiei et al.,
2020). Understanding how individuals interact with cloud technology and recognizing the
inherent risks in their usage patterns, there is a need for cloud business and data security
professionals to receive training not only in technical expertise but also in essential human and
soft skills, which are crucial for developing effective security strategies and fostering responsible
cloud utilization (Collier, 2023). Similarly, cloud business professionals also require self-
awareness so they can recognize their risk factors and potential blind spots in relation to their
threats and translate threats to systems (Sichel, 2021).

Summary. In this literature review section, I explored the theme of impulsivity and
concern for privacy, as antecedents of human behaviors in cloud business and data security roles,
and addressed the sub-themes of 1) Impulsivity and concern for privacy in security practices and
2) Impulsivity, personal information privacy, and personal factors in cloud business and data
security management. The main idea throughout this discussion consisted of the privacy paradox,
which refers to the phenomenon of people claiming to care about privacy but then engaging in
individual behaviors under cloud business and data security settings that undermine privacy.

Impulsivity was one of the main drivers of the privacy paradox. More broadly, human factors
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produce cloud business and data security and cybersecurity vulnerabilities, such as insider
threats, and professionals need to develop objective, material protections of privacy as well as
more subjective features and interventions that take the irreducible human element into account,
including the tendency of people to behave impulsively while managing cloud applications.
Impulsivity, Personality, and Individual Behavior Relationships

This section of the literature review explored the theme of impulsivity, personality, and
human behavior, focusing on two categories: (1) the relationship between impulsivity and
personality and (2) the connection between impulsivity and poor behavioral controls. A key
finding examined in this discussion was the close relationship between impulsivity and
personality traits, particularly the influence of openness to experience on the motor impulsivity
domain. Personality-informed discussion revealed how personality influenced impulsivity and
the ripple effect on human behavior through the lens of cloud business and technology, only to
emphasize the inhibited behavioral control. Poor behavioral controls, in general, are highlighted
as a potential risk factor that could undermine cloud business and data security practices,
specifically, underscoring the broader implications of these dynamics within the cybersecurity
landscape.
Impulsivity and Personality

The literature on impulsivity and personality made it clear that a connection existed
between these concepts, even if they may sometimes be limited. Buelow and Cayton (2020), for
example, conducted research on the relationships between three of the Big Five personality
factors (openness, agreeableness, and extraversion) and performance on risky decision-making
tasks. They found limited correlations between several factors (professional knowledge and

social and engineering experience) and task performance. In another study, Indrajaya (2022)
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found that people with high personality factors of openness to experience were more likely to
engage in impulsive buying when engaging with online marketplaces and websites. This specific
combination of factors could produce a temperament that found relief in letting go of behavioral
control at times, in this case, through impulsive buying. In their study, Gratian et al. (2018)
found that openness to experience was correlated with social engineering exploitations (curiosity,
greed, deference to authority, and politeness), producing impulsivity interactions with the
scammers and then impulsivity leading to software vulnerabilities, technical hacking,
impersonations, and so on. This finding called attention to the fact that the openness personality
trait was the most strongly value-coded out of the other personality factors (conscientiousness,
extraversion, agreeableness, and neuroticism), which meant that being high in openness to
experience was virtually always a negative personality descriptor that could be correlated with a
range of behavioral problems. In Table 1 below, the scholarly work was presented within the last
decade that was relevant to this research.

Table 1

Various Studies related to Impulsivity and Personality

Variable Study

Work environment. Ruth (2015).

Internet addiction. Havrilko (2016).

Attitudes toward money. Fenton-O'Creevy and Furnham (2019).
Cloud use disorder and social anxiety. Peterka-Bonetta et al. (2019).
Performance on risky decision tasks. Buelow and Cayton (2020).

Ethical attitudes. Lee et al. (2020).

Emotional regulation difficulties. Horwood and Anglim (2021).
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Variable Study

Consumer negative emotions. Shemeis et al. (2021).
Big Five personality traits themselves. Rizki et al. (2022).
Impulsive buying. Indrajaya (2022).
Driving behaviors. Luo et al. (2023).
Perceived job stress. Johnson (2024).

Note. No focused studies found on individuals' dynamic personalities, impulsivity, and behavior.
Miglin et al. (2019) suggest that there may be a natural foundation for linking impulsivity
with certain personality traits. Similarly, Horwood and Anglim (2021) identified emotional
regulation difficulties as a significant factor contributing to problematic individual behaviors.
Importantly, Horwood and Anglim (2021) demonstrated that the association with impulsivity
was stronger than that attributable to personality traits per se. underscored how variables may be
highly related to the personality factors without actually being derived from them. Evidently, a
meaningful connection existed between impulsivity and personality; however, this relationship
unfolded within the broader context of a complex array of personality-associated variables. The
intricate interplay among these variables often complicates efforts to delineate the specific
connections between them, with a comprehensive body of work that is carried out investigating
relative variables to draw correlations to human behaviors, more connected explicitly to
impulsivity and personality (see Table 1 above). Shemeis et al. (2021) examined the Big Five
personality traits and their relationship with impulsive buying, finding that several traits were
significantly associated with this behavior. Specifically, they identified consumer negative
emotions as a full mediator in the relationship between openness to experience and compulsive

buying. This suggested an additional variable related to impulsivity and personality traits, but it
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cannot be reduced solely. Similarly, Rizki et al. (2022) reported that consumers’ Big Five traits,
such as agreeableness, openness to experience, and extraversion, significantly affected their
impulsive buying behavior, indicating a positive link between Big Five personality traits and
impulsive behavior. Simple as it is, the present study did not explore several variables that could
have provided more insight into the relationship at hand. It is entirely plausible that, if tested,
mediators and moderators would lead us to more complex relations between impulsivity and
personality characteristics. The majority of other research in this area has demonstrated more
etiologically complex relationships between impulsivity and personality attributes.

For instance, Fenton-O'Creevy and Furnham (2019) examined the relationship between
personality and impulse buying, concluding that attitudes toward money were an important facet
besides personality traits when shaping impulsive buying behaviors. This result was consistent
with a complexity often noted in the literature, where the whole range of behavior/impulse
behavior cannot be analyzed independently but within a more complex relationship involving
other variables such as emotional and attitude components (Shemeis et al., 2021). Several
empirical investigations (Evans, 2018; Serpico, 2020; Ryan, 2024) have investigated a variety of
behaviors linked to impulsivity and personality characteristics, revealing their multifaceted
nature. Similarly, Peterka-Bonetta et al. (2019) examined the relationship between smartphone
and cloud use disorder and personality traits, uncovering the role played by impulsivity, social
anxiety, and personality characteristics. These findings underscore the expanding interaction of
factors that determine impulsive behaviors. Lee et al. (2020) reported that character traits and
impulsivity were associated with academic dishonesty, suggesting a possible association with
ethical attitudes. Furthermore, Luo et al. (2023) highlighted important relationships by trait of the

driver, impulsivity, and specific driving behaviors. These studies (Lee et al, 2020; Luo et al.,
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2023) collectively indicated that although a robust association was observed between impulsivity
and personality traits, it was multidimensional and moderated by a variety of mediators,
moderators, antecedents, and consequences.
Impulsivity and Poor Behavior Controls

The focus of the theme of the literature review about impulsivity connected to the
individual's behavior is rationalized by analyzing the association between the degree to which
personality differences impact impulsiveness, which, in turn, reflects on behavioral
consequences in different situations, and the cloud-based business and technology. Moreover, the
study highlighted the importance of behavioral self-control in reducing impulsivity in cloud
computing and data security domains. Poor behavioral regulation is a significant risk factor that
can compromise security protocols and decision-making, thereby increasing vulnerabilities in
cloud-based systems and leading to insider threats. Despite growing awareness of cybersecurity
threats, cloud businesses, and data strategies primarily focused on technical solutions, such as
encryption and multi-factor authentication, the behavioral dimensions of security management
were neglected (Hwang, 2024). To delve into the relationship between impulsivity and
compromised cloud business and data security environments, it will be appropriate to consider
the relationship between impulsivity and poor individual behavior (see Figure 2 below).
Organizational cloud business and data security depend on people being vigilant and in control
of themselves with respect to sharing personal information, which means that poor individual
behavioral controls will almost necessarily degrade cloud business and data security (Yahya,
2017). The literature on impulsivity and poor behavior was quite substantial in this context.
Dezhkam et al. (2022) found that personality and impulsivity play a role in catalyzing perceived

influence and addictive tendencies. For this study, impulsivity can be treated as a form of poor
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behavior. Individuals who experience impulsiveness are likely to exhibit poor individual
behavioral controls, such as addiction, decreased attention and planning ability, and increased
motor activity, which can lead to compromised cloud business and data security. Similarly, Kun
et al. (2021) examined the relationship between impulsivity and work addiction, finding that
impulsive factors (motor impulsivity, attentional impulsivity, and non-planning impulsivity)
were linked to poor behavioral controls.

Figure 2

Relationship between Impulsivity and Compromised Cloud Business

Poor Compromised
Impulsivity individual cloud
behavior business

Note. Motor impulsivity compromised individual behavior in cloud business.

In a related study, Rachubinska et al. (2021) explored the connection between motor
impulsivity and decreased attention to cloud policy controls, once again finding a significant
relationship between these variables. The personality traits were highly linked to impulsivity,
which in turn may lead to a deteriorating pattern of behavior and thus may affect cloud business
and data security (Kiire et al., 2020). Malesza (2020) found that it was not unusual among dark
triad individuals to present cognitive biases that may distort their reality perception. Melissa
(2020) further illustrated that these biases may involve excessive faith in oneself and reduced
belief in others' social relevance. Within this framework, it was reasonable to presume that dark
triad people may struggle to evaluate information security threats or comprehend the

implications of their decisions and actions (Wackler, 2021). As a result, personality traits were
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closely connected to evil actions, and the dark triad personalities were also linked to weak
behaviors, which further hamper cloud security resources in maintaining strong cloud business
and data security (Zhang et al., 2023). Taken together, these findings highlight the importance of
accounting for personality when examining security-related behavior, particularly in contexts
like cloud business and data security management, and the literature suggested that personality
traits are directly linked with impulsivity (Wackler, 2021).

Summary. Poor behaviors were not limited to impulsivity and included dysregulations of
affect and cognitive biases to threats (Yahya, 2017). However, impulsivity remains strongly
associated with weak behavioral controls, so personality characteristics related to impulsivity
may be associated with weak behavioral controls (Rousseau, 2024). For example, Demircioglu
and Kose (2022) examined the role of socio-demographics, the dark triad, and impulsivity in
social-mediated dating. They found that people scoring the dark triad demonstrated greater
impulsivity in using social media to find dating partners, increasing the possibility of disclosing
personal information.

Moreover, though not examined in the current study, it might be reasonably expected that
dark triad persons would be more likely to have others manipulate cloud-using participants to
disclose confidential information, thereby damaging information security. Park et al. (2021) also
discovered associations between impulsivity and self-destructive actions, highlighting that
personality traits linked to impulse seek reward mechanisms can disrupt cloud business and data
security controls, such as physical and online security. Although impulsivity has been
acknowledged as a poor behavior on an individual level, especially in decision tasks requiring
careful reflection and foresight, cloud business strategies seem to overlook impulsivity as an

important behavioral determinant (Kont, 2023). Additionally, Kont (2023) noted that cloud-
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based concerns were at greater risk if they did not have specific plans for addressing impulsive

behaviors such as data breaches, unauthorized access, or loss of data, access, and compromised

compliance protocols.

Operationalization of the Study Variables

In the present study, the predictor variable was motor impulsivity, which was associated

Table 2

Operationalization of Study Variables

Concept Dimensions Study Indicator Scale
Variable
Impulsiveness  Attention, Motor, Motor Self-rating scale to ABIS
dimensions and Nonplanning impulsivity  measure the (Coutlee et
(Predictor)  frequency of the al., 2014)
tendencies to act
spontaneously
Behavioral Knowledge, Individual Participant ratings on HAIS-Q
dimensions Attention, and behavior a questionnaire (Parsons et
Individual behavior = (Outcome)  assessing al., 2014)
vulnerability to the
threats caused by
individual behavior
Big Five Openness to Openness to  Self-report inventory BFI-10
personality experience, experience  to assess open and (Rammstedt
traits conscientiousness, (Moderator) closed mindedness & John, 2007)
extraversion, in adapting
agreeableness, and unconventional ideas
neuroticism in cloud business
and data security
Privacy Personal Personal Self-report inventory ~ CFIP (Smith
paradox Information privacy, information to assess information et al., 1996)
Unauthorized privacy collection privacy
secondary use, (Mediator)  concerns of business

Improper access,
and Errors

and technology
individuals

Note. Each study variable was measured with separate instruments.

with individual behavior; personal information privacy was the mediating factor that influenced
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impulsivity's transformation into individuals' behavior. Moreover, openness facilitated the
relation between motor impulsivity and individual behavior. Individual behavior emerged as the
dependent variable, captured how impulsivity, privacy concerns, and openness collectively
shaped security-related actions in cloud business and data security management. The
operationalization of the variables in this study as illustrated in the Table 2 above ensured that
their measurement and analysis were precise and aligned with the study's conceptual framework.
Motor impulsivity, a key antecedent variable, was operationalized using the established
Abbreviated Impulsiveness (ABIS) scale (Coutlee et al., 2014). This construct was treated as a
quantifiable factor, grounded in self-report assessments and behavioral observation metrics.
Individual behavioral outcomes in cloud business and data security are operationalized as
dependent variables and are measured through the Human Aspects of Information Security
(HAIS) survey scale (Parsons et al., 2014).

Similarly, personal information privacy was operationalized as a mediating variable
through the Concern for Information Privacy (CFIP) survey scale (Smith et al., 1996). These
instruments provide empirically valid and reliable data to evaluate privacy concerns as a
mediating factor. Openness to Experience was treated as a moderating variable. However, it was
measured with proven scales like the Big Five Inventory (BFI) that evaluated the extent of
participant openness, creativity, and willingness for experience with the scale BFI-10
(Rammstedt & John, 2007). These operational definitions in Table 2 above together form an
organized procedure of analyzing the connection between mortalities and the study variables in
general; at the same time, they need to be in accordance with the main conceptual model of the

study.
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Summary. This part of the literature review focused on impulsivity, personality, and
human behavior in organizational cloud business and cloud data security, with an emphasis on
two main sub-themes: (1) impulsivity, personality, and human behavior, and (2) impulsivity and
individual behaviors in cloud business and data security. I also introduced motor impulsivity,
personal information privacy, openness to experience, and individual behavior as constructs,
allowing the examination of their interdependence between cloud business and data security
management. To enlighten the logic of the concept in this issue, it should be mentioned that it
would be problematic if the personality traits were directly related to impulsivity, because
personality traits were not intended inherently to dictate specific behaviors that could influence
security and business risks. One of the behavioral dimensions, impulsivity, was a relevant factor
that had a crucial impact on this relationship, as underlined in the current research. Effective
behavior management played a critical role in ensuring secure information systems because
individuals with weak behavior management were easily influenced and had become weak links
in information systems (Evans, 2018).

One of the findings that emerged was the confirmation of impulsivity as a dimension of
personality that formed in relation to a complex net of variables. In summary, it was important to
let out the complex interaction between impulsivity and personality, to enable intervention for
behavior vulnerabilities in the cloud business and data security. This point was also reminded by
the highlighted dynamics of poor individual behavior as a mechanism of impulsivity, where the
strong behavioral control was needed in order to reduce the business and security risk (Rizki et
al., 2022). Enhancing these controls was necessary to protect information systems and minimize

the risks of those employees with lower levels of behavioral control.
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Conclusion

This chapter revealed the complex interrelationship of impulsivity, personality, and
human behavior against organizational cloud security. Research consistently showed that it was
not an isolated quality but tended to be highly correlated with other personality traits, such as
tendencies toward risk-taking (Rachubinska et al., 2021). Studies like Hadlington (2017) and
Aivazpour & Rao (2022) have highlighted that impulsive people often tend to show behavior that
could result in higher risks of cloud business and data protection risks (which may not always be
straightforward) or produce irrational decision-making (at least in office settings). In addition,
this chapter revealed the moderating effects of personality factors, which helped to explain the
mechanism of impulsivity towards distinctive privacy protection behaviors in cloud business and
data security management.

In particular, the partial mediation of personal information privacy demonstrated that the
privacy concern does not consistently operate as a direct determinant but can be mediated
through impulsivity, which counters traditional theories that suggest privacy concerns are
directly linked to security behaviors. Instead, the evidence indicates a more situational model, in
which impulsivity interacts with individual dispositions, workplace security regulations, and the
broader culture of the organization to influence decisions, which will be done in the next chapter,
presenting a comprehensive account of the methods involved in the study, a study that is a

precursor to quantitative research and aimed at testing the construct in this study.
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Chapter 3: Methodology

This section entailed a discussion of the research design and methodology for the
completed study. Parts of the chapter include a description of the research participants, the
operationalization of variables, a discussion of reliability and validity, and measurement and
instrumentation. Other subsections include the plan for data collection and collection procedures,
as well as the data analysis procedures for the study.
Description of Research Participants

The research participants for this completed study were drawn from the cloud security
and data management workforce, a demographic that has expanded significantly in recent years.
Following the COVID-19 pandemic, the prevalence of cloud business and data security
management, remote business operations, and mobile application access surged dramatically.
While only 15% of professionals engaged in remote business activities during the 2018-2019
tenure, this figure increased to 87% by 2021 (Office of the National Coordinator for Health
Information Technology, 2023). Among these virtual workforce, IT professionals and insurance
agents were the most frequent users, accounting for 96%, followed closely by accountable care
organizations (ACOs) operating under public or private insurance arrangements, at 94% (Office
of the National Coordinator for Health Information Technology, 2023). The general population
of virtual users in the United States, who served as the foundation for this study, represented
9,043,070 workforce members in 2022 (Bureau of Labor Statistics, 2023). This quantitative
study specifically targeted business and technology professionals operating in cloud business and
data security environments to evaluate their vulnerability to insider threats. The focus was on
assessing how motor impulsivity influenced their behaviors in cloud business and data security

business management, providing critical insights into the human factors contributing to business
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and data security risks in digital environments. The study focused on individuals working within
the field of cloud business and data security management. Rather than targeting general cloud
application users or other cloud data consumers, the study concentrated on cloud business and
data security professionals working in financial organizations investing in cloud transformations
for over a decade. This focus stemmed from the personal work experience that the security
behaviors of cloud business and data security professionals were closely linked to insider threats
in addition to multiple future research suggestions, a concern heightened by the increasing
adoption of hybrid work environments and the frequent transfer of data across misconfigured
digital storage systems (Meinert et al., 2018; Cremer et al., 2022; Nifakos et al., 2024;
Aschwanden et al., 2024;). The study population included business and technology executives,
managers, architects, analysts, and engineers.
Sampling Strategy and Sample Size

Purposive sampling, often called judgmental, selective, or subjective sampling, is a
nonprobability sampling method characterized by selecting specific participants based on certain
predetermined criteria (Palinkas et al., 2015). The goal of purposive sampling was to target
specific population characteristics relevant to the study, enabling the researcher to effectively
address the research questions (Durodolu, 2016). In the context of the research questions, which
address the interplay between personality characteristics, impulsivity, and individual behavior in
cloud business and data security business and technology, the sampling strategy were keenly
attentive to specific groups. The sample for the present study was estimated through an a priori
power analysis. Using G*Power software version 3.1.9.7 (Faul et al., 2009), a power analysis
was conducted to determine the required sample size for the study was calculated based on “A

Priori” type of power analysis using G*Power (Faul et al., 2009). The power analysis results in
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Figure 3 exhibited that the input parameters included a medium effect size of f2=0.15, an o =
0.05, a power of 1- = 0.80 was set with an indication to reject null hypothesis at 80%
probability rate, and three predictors. The results in Figure 3 also indicated a noncentrality
parameter A of 9.85 and a critical F(2,144) = 3.1. with a sample size of n = 73 achieving a power
of 80.07%.

Figure 3
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From Figure 4 below, it was revealed that the statistical power from .6 to .95 on the x-axis and

the required sample size on the y-axis confirmed that the total sample size was 54 to achieve
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80% power, and about 74 total sample size was needed to achieve 90% power. Since 150 total
sample size was employed in this study, it can be concluded that the design was efficient.
Figure 4
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Note. Approximately total sample size of 74 achieved 90% power.

While this analysis determined that a minimum sample size of 73 was statistically sufficient, the
researcher contracted with Qualtrics to obtain 150 participants to enhance the robustness and
reliability of the study's findings. A sample size of 150 offered several advantages over the
minimum requirement. One part of the reason for sample size effects is increased statistical

power due to larger sample size, which in turn reduces Type II error (i.e., a failure to find a true
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effect when it actually exists). Second, it resulted in a more diverse dataset, which offers more
generalizability in the cloud business and data security community. Third a sample size
supported sufficient precise estimated effect sizes and allowed to explore subgroup analyses that
expanded understanding of the relationships among the study variables.
Reliability and Validity

Reliability and validity were critical characteristics of research because they support the
fidelity of the research. To ensure reliability and validity, the researcher utilized well-established
measurement instruments rigorously tested in prior studies (de Paula et al., 2020; McCormac et
al., 2017; Stewart & Segars, 2002; Xu et al., 2023). The HAIS-Q (Parsons et al., 2014) assessed
individual behavior, ensuring consistency in measuring cybersecurity awareness and related
actions. Motor impulsivity, the independent variable, was assessed via the ABIS (Coutlee et al.,
2014), which was a validated measure known for its reliability in assessing impulsive tendencies.
The CFIP (Smith et al., 1996) was used to gauge personal information privacy, a widely
recognized scale for evaluating privacy concerns and attitudes. Additionally, openness to
experience, the moderator variable, was assessed using the BFI-10 (Rammstedt & John, 2007), a
reliable shortened version of the Big Five personality inventory. These instruments were chosen
for their strong statistical measurement properties, ensuring that the collected data was consistent
(reliable) and representative of the measured constructs (valid). Using well-established scales,
the process can guarantee the methodological rigor, contribute to the credibility and feasibility of
the conclusion of individual behavior in cloud business and data security research.

The researcher ensured reliability in the study by delivering the survey instrument to all
participants in a similar manner (Ahmad et al., 2019). A digital survey was designed to collect

data to ensure consistency in data collection. The researcher tested internal consistency after data
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collection. Internal consistency was assessed based on Cronbach’s a. An a > 0.70 will be
considered acceptable. Additionally, convergent validity was assessed in SPSS using Pearson’s r
to determine whether the study constructs designed to measure the same concept or phenomenon
were positively correlated.
Instrument Development

Parsons et al. (2014) amplified the Human Aspects of Information Security (HAIS-Q)
questionnaire to measure information security KAB tailored for the organizational business and
technology environment. Information security understanding was pivotal in protecting
enterprises from data breaches and cyber threats (Senyo et al., 2019). HAIS-Q was tested on
diverse samples, and the validity of a 63-item questionnaire as an effective instrument to
measure information security awareness was evaluated in two studies (Parsons et al., 2017).
Parsons et al. (2015) applied the HAIS-Q to explore the relationship between organizational
culture and information security awareness and further reported Cronbach’s alphas of above .80.
McCormac et al. (2017) recently reported Cronbach’s alphas of above .80 during the
investigation of personality, gender, and age association with HAIS-Q scores. Because the focus
areas of the HAIS-Q cover aspects like password management, incident reporting, cloud use,
etc., that are relevant to the current study, the questionnaire items (21) were adopted, and the
validity was assessed based on the results of tests for convergent and discriminant validity in
prior research (Pattinson et al., 2015).

The current study involved a shortened Abbreviated Barratt Impulsiveness Scale (ABIS),
a 13-item impulsivity scale developed by Coutlee et al. (2014), to avoid any response fatigue
from respondents. Without losing the Barratt Impulsiveness Scale 11 (BIS-11) construct’s

validity, the researchers condensed 30 items to 13-item questionnaires to improve the reliability
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of measuring impulsivity. The ABIS consisted of three subscales, such as attention, motor, and
nonplanning, and each of these reported Cronbach’s a of 0.80, 0.82, and 0.71, respectively
(Coutlee et al. (2014). According to Rammstedt and John (2007), using shorter personality-type
instruments was accelerating as researchers need more assessment tenure. Rammstedt and John
(2007) further supported development and evaluation of five and 10-item Big Five instrument
(BFI), which benefited cloud-based studies with a high average validity compared to Big Five
44-item inventory. Chang et al. (2017) pointed out that long inventories will lose participants'
attention; more specifically, technological longitudinal studies with single-item brief instruments
will avoid item redundancy and help answer similar questions repetitively. Thus, the researcher
adopted Rammstedt and John’s (2007) BFI-10 as the instrument in this study, which was feasible
and predicts suitable personality traits.

The CFIP instrument, developed by Smith et al, (1996), was a four-dimensional
instrument that included personal information, collection, errors, and unauthorized access. Chang
et al. (2017) used CFIP to investigate social networking privacy concerns. Bélanger and Crossler
(2011) used the CFIP instrument and yielded discriminant validity in a mobile technology
adoption study to examine the effect of unauthorized access mediation. Furthermore, Dogruel et
al. (2017) explored errors, collection, and personal information using a 15-item inventory,
revealing that each dimension was reliable and distinct on the CFIP scale. The current study
adopted Chang et al.'s (2017) CFIP nine-item inventories to measure one of the domains,
personal information. Overall, the researcher employed a 39-item survey questionnaire including
demographic information to score on a five-point Likert scale and allow participants to self-

report the responses on Qualtrics survey platform.
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Measurement and Instrumentation

Instrumentation for the proposed study involved using a survey on the Qualtrics digital
survey platform. Qualtrics, the world’s leading enterprise survey technology solution and XM
platform supplies quality samples from traditional and actively managed research panels (Siirticli
& Maslakcei, 2020). Qualtrics Panel, a sub-division of Qualtrics, specialized in academic research
and survey-based data collection to supply diverse and quality respondents. The Qualtrics project
team screened study respondents to determine eligibility by providing a six-question screener on
their web survey platform. Eligible participants received an email informing them about the
length of the survey, that the study was for research purposes only, and what incentives were
available. Respondents received an incentive, and the specific rewards included airline miles, gift
cards, redeemable points, charitable donations, sweepstakes entrance, and vouchers. Participants
were allowed to unsubscribe at any time. The Qualtrics project team ensured that survey
invitations were generic and did not include specific details about the contents of the survey to
avoid any self-selection bias.

The informed consent form was provided and signed. The consent form provided an
overview of the study purpose outlined participants’ responsibilities, including what was
required of them during the study, as well as instructions on how to withdraw from the survey if
they choose to do so. The third page consisted of demographic questions and selected items from
established scales to measure the study variables. The measurement items from the ABIS
(Coutlee et al., 2014), BFI-10 (Rammstedt & John, 2007), CFIP (Smith et al., 1996), and HAIS-
Q (Parsons et al., 2014) scales were included in Qualtrics survey questionnaire. Participants were
selected based on specific criteria, including employment within the United States, who worked

in business and technology environments, affiliated with cloud transformations that supported
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digital business operations, and formal or informal practice of cloud data security. A Likert scale
format was utilized for survey item development, combining various scale items to assess the
study’s key variables systematically. This approach ensured accurate and reliable data collection
to explore the relationships central to the research.
Data Collection Plan and Procedures

The research documentation about the data access, informed consent, and data security
was reviewed and received full approval from the Franklin University Institutional Review
Board (IRB) to comply with human subject protections. As part of the review process, the study
was diligently assessed for its risk and ethical considerations. After a thorough review, the study
was deemed exempt from IRB approval (i.e., the study presented no greater-than-minimal risk
and involved no procedures that could harm the subjects). The exempt design (since the design
of this study only included survey-based data collection), which meant no invasive interventions,
sensitive and/or aggravating tests that would be used to collect data. Control, manipulations, and
high-risk items. This categorization indicates that the participants did not experience undue
distress, risk of breach of privacy, or ethical issues. Matching typical literature practices with
self-reported data. The process of obtaining IRB approval also reminded the researcher about
how important it is to keep confidentiality, obtain informed consent, and ensure that participation
is voluntary. The purpose of study, process, and the rights of the participants were explained to
all the subjects, thereby ensuring transparency throughout the process. The study was consistent
with federal and institutional ethical guidelines and obtained IRB approval as exempt, that is, did
so in a way that did not jeopardize the well-being of participants and was designed to allow for
responsible academic inquiry. The information on IRB approval appeared in Appendix A, which

outlined the purpose, decision status, and research notes.
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After obtaining IRB approval, the researcher worked with the Qualtrics project team to
create and program the survey in a way that would enable the collection of data that was
organized to meet the purpose of the study yet provide some level of anonymity to those
completing the survey. The team developed a confidential, anonymous distribution link for the
online survey participants during this preparation. Then, the Qualtrics project manager
thoroughly reviewed the survey's overall configuration, functionality, layout, and user experience
to ensure the instrument functioned properly. The screener logic screen was incorporated in the
survey flow to screen potential participants according to the predetermined eligibility criteria
specified in this study, as it was necessary to ensure the quality and relevance of the collected
data to the research questions. Once the survey was set up, the project team began with a soft
launch, a first step towards launching, in which the survey was tested on a manageable scale
before being distributed to the entire audience. This pilot phase revealed any technical glitches,
inconsistencies, or respondent issues that allowed us to make the necessary refinements before
final deployment.

The researcher also served an important verification function by carefully reviewing the
survey programming, demographic filters, and question logic for accuracy and correlation to the
study design. Finally, confirmation of data integrity validated system components—such as order
of questioning, language used, and logic to capture information for the most clarity and
precision—mitigating potential for bias or respondent bewilderment. These meticulous
preparations ensured the survey's trustworthiness and validity, which helped ensure that high-
quality data could be obtained for meaningful analysis.. The Qualtrics platform also facilitated
the entry of survey responses and provided a user-friendly interface for participants to engage

with the survey items. The survey itself included multiple components: the inclusion and
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exclusion criteria, the informed consent form, demographic questions, and items from four
established scales, including ABIS (Coutlee et al., 2014), HAIS-Q (Parsons et al., 2014), CFIP
(Smith et al, 1996), and BFI-10 (Rammstedt & John, 2007). The inclusion and exclusion criteria
were outlined on the first page of the survey, specifying that participants must have at least 7
years of professional experience in cloud business and data security management. Prospective
participants needed to be in roles with job responsibilities that included data security
management, operations, technical support, cloud data management, and security. To the extent
that a participant failed to meet these criteria, the Qualtrics team informed the researcher of the
participant's ineligibility and removed them from the survey. It resulted in the training of
motivated workers who were ready to organize. Participants were added, preserving the validity
and reliability of the obtained data. This systematic approach ensured the integrity of the sample
and the reliability of the data collected for the study (Siiriicii & Maslakci, 2020).

The Qualtrics survey invitations for this study were straightforward and designed to
encourage participation without introducing self-selection bias. Each invitation included a
hyperlink directing respondents to the survey and outlining the incentives offered. Participants
were informed of their ability to unsubscribe at any time. Additionally, some respondents
encountered surveys they likely qualified for upon signing into the panel portal. The invitations
were purposefully nonspecific and did not explicitly describe the survey content to avoid biasing
participation. Participants were asked to complete the brief questionnaire after meeting the
inclusion criteria. The second page included the consent form requiring a digital signature's
remission before access was allowed. The third page provided directions and the survey items.
The researcher actively monitored data collection until the minimum sample size was achieved.

Qualtrics automatically replaced any respondents who completed the survey in less than half the
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median completion time. Within seven days of survey completion, the researcher thoroughly
reviewed the results and collaborated with the Qualtrics team to address any quality issues,
ensuring that only valid responses were included in the final analysis. The details of informed
consent and survey questions were exhibited in Appendix B.

Data Analysis Procedures

After data collection, the researcher downloaded the data set from the Qualtrics to
Microsoft excel (version 2023) for preliminary analysis and examination. This consisted of data
cleaning, data organization and data clean-up interventions for further analysis. The researcher
scanned the data set for missing and questionable records. If the missing value was random, in
compliance with Kang (2013) the whole data point was excluded. However, this approach was
only applied when the remaining observations were sufficient to ensure reliable analysis. The
review process also considered the three primary sources of missing data highlighted by Ali et al.
(2018): item nonresponse, noncoverage, and total nonresponse. Weighting techniques could not
address data missing due to nonresponse.

However, Palinkas et al’s. (2015) approach to address missing data was employed to
check if the reduced sample size still adequately represented the target population. This careful
approach ensured the quality and integrity of the data prepared for analysis while maintaining its
relevance to the study's objectives. For instance, if data on the variable Y (age) is missing
completely at random (MCAR), the absence of this data is entirely unrelated to the predictor of
motor impulsivity within the dataset (Al-Nuaimi, 2024). Additionally, there were no patterns in
which respondents from either high or low age groups systematically failed to respond, ensuring

that the missing values occurred independently of observed and unobserved data characteristics.
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The researcher analyzed MCAR data as if working with the entire sample, ensured
generalizability remained intact and no such situation was observed to remove cases from the
dataset. Fraudulent data where the same responses were selected or where there were ascending
or descending patterns were not found to remove from the dataset. Metadata such as I.P.
addresses, dates, times, [.D. hash data, etc., given by Qualtrics for individual cases were removed
from the dataset. Qualtrics (2025) implemented the following data protection and data security
measures:

Qualtrics’ database does not hold sensitive or confidential panelist information; however,

we do hold all survey responses in our data centers. Our data centers utilize many

security measures. Qualtrics’ database access is restricted and requires authorization. All
computer equipment (servers, SANs, switches, routers, etc.) is redundant and is located in
secure, environmentally controlled data centers with 24/7 monitoring. Web traffic does
not directly access the database and database requests are reversed proxy via an
application server to the database. All information is secured via industry standard
firewalls and stringent IT security policies and procedures. We utilize industry standard
web application firewalls and DDOS protection. Qualtrics also leverages sample partners
who are meticulous in their multiple levels of security that include redundant data
centers, secure servers, encryption which includes one-way encryption, numeric IDs,
secure .NET platforms, security clearance, industry standard firewalls, 24/7 monitoring of
data centers, confidentiality agreements, and physical, electronic, and managerial

procedures. (p. 7, #25)

After completing data collection, the researcher saved the data as a comma-separated values file

and securely stored it on an encrypted USB drive. Data was reloaded at SAS Studio and SPSS
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version 27.0.0.0 and also saved on the same encrypted USB drive. This drive included all the
analysis files and will be maintained for at least 5 additional years. The researcher intends
to wipe out all of the data, breaking the drive after 5 years, in order to maintain the security and
ethical standards. The second step was to evaluate the credibility of the information. Internal
consistency for each variable was assessed with Cronbach's a, and the criterion for acceptability
was if o > 0.70. Furthermore, boxplots were also used to check the presence of outliers in the
dataset. Univariate outliers found through this process were excluded, whereas influential ones
were retained and reported in order to prevent compromising the integrity of the analysis. This
thorough procedure guarantees the quality of the dataset used in the study. Analysis for the
finished study was conducted at four levels: cleaning, organization, and preparation of the data.
Phase 1: In the initial phase of demographic analysis, the researcher studied the demographic
profile of the respondent. Analyzed demographic variables included age range, gender identity,
and race/ethnicity. These features were quantified as possible frequencies in percentages and
counts in order to provide a straightforward description of the study population. The second
phase of analysis involved calculating descriptive statistics for the variables of study. These
descriptive statistics constituted central tendency measures (mean) as well as distribution
measures (standard deviation).

Skewness and Kurtosis were also estimated to check the posterior distribution of the data.
These analyses laid down the groundwork in order to be able to understand the characteristics of
the dataset further and for the preparation of more sophisticated statistical analyses. During the
final stage of the study, the third level of the data analysis was realized: statistical assumptions
were tested. Statistical methods utilized for examining the study hypotheses involved

bootstrapping for mediating effects and hierarchical regression for moderating relationships.
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Moreover, statistical assumptions such as linearity, normality, and homoscedasticity were tested.
The linearity test utilized scatterplots, with acceptance of linearity determined by identifying
patterns between the top-right and bottom-left or the top-left and bottom-right. Normality was
tested based on the residuals of the regression analysis, using the Shapiro-Wilk test. Results with
p < 0.05 indicated a non-normal data distribution. Multicollinearity was assessed using the
variance inflation factor (VIF), with VIF > 4.00 indicating the presence of multicollinearity. The
Durbin-Watson test was applied to test autocorrelation, with values between 1.5 and 2.5
suggesting a lack of autocorrelation. Homoscedasticity was examined through scatterplots, with
a random distribution indicating that homoscedasticity could be assumed.
Intellectual Merit

This thesis successfully explored the relationship between motor impulsivity, openness to
experience, personal information privacy, and individual behavior, especially in cloud business
and data security technology in remote operation, such as cloud business and data security
companies. By utilizing the generalizable Big Five personality trait (openness to experience), the
study developed a sound foundation to address critical research questions. The results
highlighted the importance of the moderator effect of personality traits in the relation among
impulsivity, the human factor, and security behavior, providing a better understanding of how
individual human dispositions affect vigilant behaviors for cloud business/data security. This
study also fills with research gaps regarding impulsivity in cloud business and data security.
Moreover, the research also explored the mediation mechanism of personal information privacy,
by revealing how personal data privacy concerns affect and reconstruct the binocular relationship
between impulsivity and security, influencing individual behavior actions. The study yielded

important and unique findings concerning the separate effects of personality and privacy
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concerns and an overarching framework that linked them. This integrated approach laid down the
groundwork for next-generation interdisciplinary studies, provided knowledge advancement in
the area of human factors in cloud business and data security, and has the potential to make
theoretical and practical contributions.

Broader Impact

Understanding the complex components of potential weaknesses in cloud businesses
could make a big difference to data security in both high-end technology and start-ups. As the
cloud business involves privacy technology, the data security business operation is paramount;
laying the foundation for data security is the core of the digital enterprise. Unpacking the
findings from this research could directly influence the creation of training programs. Instead of
one-size-fits-all modules, cloud-based businesses could cultivate awareness campaigns and
educational initiatives tailored to distinct personality profiles, drastically reducing the potential
for human error and security breaches. On the policy front, as remote business platforms
proliferate, there is a pressing need for adaptive regulations towards adopting web-based and
mobile applications (Yamin & Alyoubi, 2020).

The insights from this research can inform policymakers, allowing them to craft
regulations that seamlessly merge technological progress with the idiosyncrasies of human
behavior. Beyond the tangible aspect of data protection, this research also resonates with the
economic pulse of business entrepreneurship. By proactively addressing and minimizing the risk
of security breaches, high-technology and business sectors can avoid the extreme costs
associated with data compromises. Finally, the emphasis on privacy concerns in the research
narrative magnifies the ethical dimension of data protection. It served as a reminder of the moral

responsibilities that cybersecurity plans shoulder and emphasized the importance of maintaining
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the sanctity of corporate applications and data. In essence, the research advanced academic
discourse and contributed to various societal facets, from data security to individual behavior,
economic implications, and ethical obligations.

Ethical Considerations

Several ethical considerations grounded in the Belmont Report were meticulously
addressed in this completed study on the relationship between impulsivity, the Big Five
personality characteristics, personal information privacy, and individual behavior in cloud
business and data security management. The Belmont Report (U.S. Department of Health and
Human Services, 2024) outlined three foundational ethical principles for research involving
human subjects: respect for persons, beneficence, and justice. By embedding these principles
into the research process, the study adhered to high ethical standards and safeguarded the welfare
and rights of its participants. The principle of respect for persons, which mandated treating
individuals as autonomous agents while providing additional protections to those with
diminished autonomy, was carefully upheld.

To operationalize ethical principles, the digital survey administered to cloud business and
data security included a comprehensive informed consent form accompanied by professionals.
This document explicitly described the nature of the study, the procedures required, the risks and
benefits, and stated that they could opt out of the study without any adverse effect. The study
honored their autonomy and protected their informed participation by ensuring that participants
fully understood the research's purpose and implications before consenting. The principle of
beneficence insisted that the well-being of participants be at the forefront of the research's design
and implementation, which involved doing no harm and maximizing potential benefits while

minimizing potential risks. Given that the study involved a digital survey, one might assume
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minimal risk. However, given the sensitive nature of personal and business privacy in the cloud
business and data security domain, there was the potential for psychological discomfort or fear of
professional repercussions. To uphold the principle of beneficence, the researcher worked with
the Qualtrics project team to ensure survey responses were kept anonymous, without any
identifiable personal or professional markers. Furthermore, data was securely stored and only
accessible to the researcher, avoiding any breach of the participants' privacy. Justice, the third
principle of the Belmont Report, demanded that the benefits and burdens of research be
distributed fairly.

The chosen population for this study, cloud business and data security professionals, was
not selected merely because of ease of access or manipulability, but because they were most
pertinent to the research questions. Moreover, the researcher diligently avoided unintentional
biases in survey distribution that might have excluded certain groups within the cloud business
and data security community. Results were shared to help others in the broader community for
cloud business, data security, and cybersecurity, to serve as more practical, tangible applications
besides academics. It should be noted that no efforts were made to assess the real security
mechanisms provided by the participants' cloud business and data security platforms. This
method preserved the proprietary and confidential character of participants' platforms and
ensured that their professional tools and practices were not being made the focus of
investigation.

Incorporating the Belmont Report, respect for individuals, beneficence, and justice, the
investigation fulfilled its ethical responsibilities scrupulously and meticulously. Additionally, I
have addressed fair participant recruitment and no biased data interpretation to reduce ethical

issues of representation and validity. Care was taken in the design of the sample selection so that
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the sample was not biased and was as diverse as possible from the respondents. Furthermore, the
researcher used objective techniques to reduce possible bias, and the findings were verified with
the data. Institution Review Board (IRB) ethics proposals were requested and granted to
underline the best ethical practice of conducting research (Franklin, 2025). See Appendix A for
the IRB approved letter. This responsibility ensured the protection and safety of subjects, as well
as the validity, credibility, and generalization power of the findings of this research in the setting

of cloud business and data safety.



68

Chapter 4: Data Analysis Results

This chapter presented the findings of the quantitative study examining the relationship
between human behavioral factors and cloud security management within digital enterprises.
Specifically, the study examined how motor impulsivity influenced individual behavior and how
its interaction with openness to experience and personal information privacy affected security-
related individual actions in digital environments by cloud business and data security
professionals.

The chapter was organized to clearly and systematically presented the study results with
an overview of the participants' sample characteristics and demographic information in the
beginning, which is followed by a description of the data preparation process, including data
cleaning, normalization, and verification of statistical assumptions. Next, the chapter detailed the
statistical methods employed, such as descriptive statistics, correlation analysis, and regression
analysis, to study the relationships among the key variables: individual behavior, motor
impulsivity, openness to experience, and personal information privacy. The results of these
analyses were then presented and interpreted, highlighting the behavioral factors that
significantly influenced cloud security practices within digital enterprises. Finally, the chapter
concluded with a summary of the significant findings, setting the stage for the subsequent
chapter, which discussed the broader implications, recommendations, and contributions of this
study to understanding human decision-making and data security risks in digital enterprises.
Purpose

The drive of Chapter 4 was to report and discuss the data analysis about the research
questions. Data analysis method and results were described, including data preparation, statistical

hypothesis testing, and results. Furthermore, the relationships between the study variables such
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as motor impulsivity (independent variable), openness to experience (moderator), personal
information privacy (mediator), and individual behavior (outcome/dependent variable) were
described while summarizing descriptive statistics, regression analyses, correlation tests, and any
significant findings addressing the research questions in the light of cloud business and data
security literature.

Overview of the Analysis Methods

This researcher used various statistical analyses to address the research questions,
including RQ1: Does motor impulsivity impact individual behavior in cloud business and data
security management? Moreover, RQ2: How does privacy of personal information mediate, and
how does the Big Five personality trait of openness to experience moderate, the relationship
between motor impulsivity and individual behavior in cloud business and data security
management? The statistical analyses were conducted using SAS and SPSS software. The
analysis began with demographic profiling, followed by descriptive statistics to provide an
overview of the data measurement of central tendency (mean and median) and dispersion
(standard deviation, range). Next, assumption testing was conducted to ensure the data met the
normality, linearity, and homoscedasticity assumptions of the statistical tests.

The core analyses were conducted using the Shapiro-Wilk test, and the core analyses
included a multiple regression model to illustrate the relationships between independent
variables (e.g., motor impulsivity, openness to experience, and personal information privacy) and
the dependent variable (individual behavior in cloud security). Finally, the hypothesis testing was
performed to determine statistical significance () and further accept or reject the null

hypotheses.
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Data Collection, Preparation, and Results
Summary of Data Collection

Key business and technology staff with roles involved in cloud business and security
technology were surveyed regarding how the technology aspects of the business operate and
provide technical support to key departments, including cloud data management and data
security. Of the 200 respondents who expressed interest in participating in the questionnaire, 30
individuals were deemed ineligible and excluded from the study. In summary, 170 questionnaires
were completed for the survey, but 20 sheets were excluded from the final analysis due to
incomplete data. The sample size after evaluation was 150 participants. The total sample size
was in accordance with a priori power analysis (73 participants).

The questionnaire was designed to measure cultivable aspects of individual cloud
security management behavior, including antecedents such as motor impulsivity, openness to
experience, and privacy concerns regarding personal information. They were all offered the
opportunity to complete a structured study survey, which took less than ten minutes to fill out.
The investigator included a cross-section of cloud security practitioners in the sample to make it
more representative of the overall population. Data Collection: The data were collected as part of
a pre-existing survey, which included the survey questions of interest for this study. The wording
of the survey questions was not altered; however, the response options were adjusted to capture
nuanced observations relevant to this research. The 39-question survey covered a range of factors
affecting cloud business and data security management practices. The brief time period was
crucial in reducing respondent fatigue and maintaining a high response rate to attain responses

for all 63 subscale items on the questionnaire.
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Handling Missing Data

Out of the initial 170 participants, only 150 provided complete responses, and their data
were selected for analysis. The exclusion of incomplete surveys did not significantly impact on
the integrity of this study, as there was a sufficient sample of 150 to draw meaningful
conclusions. By using strict data validation and maintaining an adequate sample size, the
reliability and generalizability of the findings in this study were not compromised. Therefore, it
is unlikely that the missing data will influence the general validity of this study. The missing
values were, therefore, deleted, resulting in a final dataset with no missing data, as shown in
Figure 11 within Appendix C.
Data Standardization

For this study, data standardization involved transforming the data to a standard scale
without distorting differences in the range of values. This is especially true when we combine the
variables of motor impulsivity, openness to experience, and personal information privacy,
because they are measured using different measurement units and ranges. In this context, the
researcher employs z-score data standardization in Excel to ensure that the dataset collected in
this study is suitable for meaningful analysis, especially when variables come from different
scales or units.
Validity and Reliability

Determining validity in a study is crucial for maintaining the credibility of the outcomes
and ensuring that the variables being measured align with the research questions and objectives
of the study (Alrashdi, 2023). Participants in this study anonymously completed the survey on
the Qualtrics platform. The participants could withdraw from the study without penalty. The 13-

item response scale for the original ABIS impulsivity scale (Coutlee et al., 2014) options were
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changed to measure the motor impulsivity dimension on a five-point scale (1 = Never, 2 =
Rarely, 3 = Occasionally, 4 = Very Frequently, and 5 = Always). The original five-point Likert
scale (e.g., Strongly Disagree to Strongly Agree) does not reflect attitudes or opinions. In
contrast to the original scale options, the modified response scale options available in the
Qualtrics platform (e.g., "Never" to "Always") measured the frequency of behaviors or
experiences. Altering the survey options from a traditional agreement scale to a frequency scale
was justified based on the specific goals of this study. Because the purpose of the study was to
seek to establish the frequency of the behavior, not to ask respondents about a degree of
agreement or disagreement with a statement, the Likert-scale "Always," "Very Frequently,"
"Occasionally," "Rarely," and "Never" were recast to fit the core research. This change enabled
the researcher to see how frequently participants perform or experience various behaviors,
thereby providing richer, more actionable information regarding habits. For example, when it
comes to the best cloud security practices, it can help to know how often people are doing
something safely to gain a better understanding of the authentic security culture and practices
within a company. This adjustment made the survey instrument more closely reflect the research
questions posed, allowing for more appropriate results that can be applied to practices.
Openness to experience was assessed as the moderator on a 5-point response scale using
the BFI-10 (Rammstedt & John, 2007). However, the Qualtrics survey platform with response
options: Strongly disagree, Disagree a little, Neither agree nor disagree, Agree a little, and
Strongly agree served more relevance to the study. The investigator revised the BFI-10 (Big Five
Inventory-10) survey response options "(1 = Strongly disagree, "2 = Disagree a little," "3 =
Neither agree nor disagree," "4 - Agree a little," and "5 = Strongly agree) to obtain a more fine-

grained response. The original BFI-10 included a Likert scale that might not always accurately
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measure minor deviations among respondents' answers to their attitudes (Rammstedt & John,
2007). It expanded the data collection by including the 'Disagree a little' and 'Agree a little'
responses, representing a small degree of disagreement or agreement. This variation probably
had the effect of minimizing response bias and improving the reliability of the data. Those
options allowed respondents to offer opinions in more nuanced shades than the two simplest
options: "Strongly disagree" and "Strongly agree." This enhancement mitigated the impact of the
central tendency bias, where respondents were more likely to select the mid-point option to avoid
the two ends. It also reduced response bias, which occurs when participants tend to agree with
statements that they only partially agree with. These new response options ranged from signs of
how much one concurred or did not to yield a more moderate estimate for the respondents. The
ultimate consequence was a higher-quality and more suitable dataset, resulting in a better
research outcome.

Targeted variable HAIS-Q survey scale (Parsons et al., 2014) options were revised for
individual behavior assessment with a 5-point response scale (i.e., Strongly Disagree, Disagree,
Neutral, Agree, and Strongly Agree). For ease of use, the HAIS-Q scale response options were
adjusted to represent the following: "1 = Never," "2 = Occasionally," "3 = Rarely," "4 = Almost
always," and "5 = Always." The modification was reasonable as the research scope was related
to cloud security practices by technology professionals and business management. This move has
contributed to a better understanding of how often employees change their behavior and make
secure choices. The original agreement-based scale response options were not suitable for this
research, as a frequency-based scale reflected respondents' actual behavior and habits, which was
more desirable when studying the patterns and gaps in security behaviors. For example, knowing

that many users "occasionally" perform security-related activities while utilizing cloud services
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would help provide a focus area for targeted training and policy clarification. The Concern for
Information Privacy (CFIP) survey scale (Smith et al., 1996) was used to measure the mediating
variable, personal information privacy, using a 5-point scale survey response. The CFIP survey
scale options were adjusted to "1 = Strongly disagree," "2 = Disagree a little," "3 = Neither agree
nor disagree," "4 = Agree a little," and "5 = Strongly agree" from the response scale of Strongly
Disagree, Disagree, Neutral, Agree, Strongly Agree to capture more nuanced responses in the
context of cloud business and data security management. By collecting "Disagree a little" and
"Agree a little" responses, the researcher can more effectively distinguish the varying degrees of
agreement, which is critical in cloud environments, as individuals' concerns about cloud business
and data security management can be nuanced and varied, particularly regarding data storage and
access control.

The internal consistency of the survey findings across all questionnaire items was analyzed
using SPSS reliability analysis to determine Cronbach's alpha. Question 1 represented informed
consent and Questions 2-5 denoted demographic profiling. The four instruments that were
employed in this study measured four constructs namely openness to experience (Q6_1--Q6_10),
personal information privacy (Q7_1--Q7_20), motor impulsivity (Q16 1--Q16 13), and
individual behavior (Q17_1--Q17_20). Using SAS software, the reliability analysis was completed
amongst the items of each sub-scale to verify their internal consistency. Based on the analysis of
internal consistency of the scales, Cronbach's alphas in Table 3 below included ABIS (a =.72),
CFIP (o= .73), BFI-10 (o =.78), and HAIS-Q (o = .76). Furthermore, Cronbach's alpha showed
the questionnaire to reach a higher than acceptable value of 0.7. From the output of SAS reliability
analysis for all 63 items, Cronbach’s alpha of .88 obtained overall as shown in Table 3 below (see

Figure 12 in Appendix C for more details about SAS output). The researcher concluded that the
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research instruments were reliable as the overall Cronbach's alpha of .88 was acceptable and

indicated good internal consistency.

Table 3

Reliability Analysis
Scale Factors (Items) Cronbach’s Alpha
ABIS MI (13) 72
CFIP PIP (20) 73
BFI-10 OEP (10) 78
HAIS-Q IB (20) .76
Overall 63 .88

Note. MI = Motor Impulsivity; OEP = Openness to Experience; PIP = Personal Information
Privacy; IB = Individual Behavior.

In a quantitative study, validity refers to the extent to which the research instruments accurately
measure what they are intended to measure. There are several types of validity that researchers
consider, such as content, criterion-relation, and construct validity. All of these forms of validity
are important in establishing the reliability and applicability of the results, and they were built on
the overall credibility of the study. Content validity revealed whether the instrument
comprehensively covered all aspects of the construct being studied, which was often evaluated
through expert judgment. Since this study was not focused on evaluating the comprehensiveness
of the instrument(s) but rather their performance or relationships among constructs, content
validity was not a priority and relevant. Criterion-related validity involved determining how well
the instrument correlated with an established standard, and it was divided into concurrent validity

(comparison with current measures) and predictive validity (ability to predict future outcomes).
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This study was not focused on comparing the instrument to a known standard or external
benchmark but instead assessed internal constructs or latent relationships; criterion-related validity
does apply. However, construct validity assessed whether the instrument truly measured the
theoretical construct, incorporating subtypes like convergent and discriminant validity.
Convergent validity evaluated whether a measurement correlated strongly with other measures
designed to assess the same or similar constructs.

Discriminant validity, on the other hand, assessed whether the measurement has low or no
correlation with instruments measuring unrelated constructs. Unlike convergent analysis,
discriminant analysis was used to predict categorical outcomes. Since the outcome variable
(individual behavior) in this study was continuous and not categorical, thus, discriminant validity
was evaluated to perform validity analysis. The construct validity was relevant to this study in
ensuring the validity of the questions on the questionnaire, and the construct validity was tested
using SAS principal component analysis (PCA), the results of which are shown in Table 4 below.
See Appendix C A3 for SAS output details. From the PCA results, it was interpreted that the
questionnaire items were clustered into components. The first twelve components were found to
have eigenvalues >1, which were meaningful to meet the MINEIGEN criterion and were retained.
The proportion column in Table 4 below showed that the first principal component accounted for
the most variance of 28.5% with the highest eigenvalue in the data set, and the following two
components explained the remaining variance of 15.1% and 10% respectively, in the data set.
Overall, a total of over 52% variance was explained by the first three components, and each
consecutive component accounted for less and less variance consecutively. The cumulative
variance after the first five components was > 69.8%, which demonstrated strong latency structure

and substantial tolerance to the construct validity. Additionally, the eigenvalues >1 denoted
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profound components, and the validity implied that they matched the theoretical construct count,
and the first four components explained the majority of the variance. The diminishing eigenvalue
<1 from component 13 onwards implied that those components had insignificant explanation
power. See Appendix C A4 for SAS output.

Table 4

Principal Component Analysis

Eigenvalues of the Correlation Matrix

Eigenvalue Difference Proportion Cumulative

1 17.9723468 8.4551012 0.2853 0.2853
2 9.5272457 3.2242398 0.1512 0.4365
3 6.3030058 0.6084241 0.1000 0.5365
4 5.6945817 1.1887525 0.0904 0.6269
5 4.5058292 0.7182610 0.0715 0.6985
6 3.7875682 1.1721900 0.601 0.7586
7 2.6153783 0.7191862 0.0415 0.8001
8 1.8961921 0.294473 0.0301 0.8302
9 1.6017548 0.1175754 0.0254 0.8556
10 1.4840794 0.372583 0.0236 0.8792
11 1.1114964 0.0997026 0.0176 0.8968
12 1.0117938 0.044312 0.0161 0.9129

Note. First three components accounted for over 53% of the total variance.
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Descriptive Statistics
Sample Demographics

Men and women were included in the study (80 males and 68 females). More men than
women chose to complete the survey. Figure 5 illustrated a bar graph of frequency distribution
for the gender of the respondents. The gender frequency distribution showed that out of all the
respondents, 80 were male, hence the most frequent gender in the study. Female participants
followed closely, with 68 females involved in the study. On the other hand, a single participant
described themselves as non-binary; this is a gender identity that was not known as male or
female. Likewise, 1 respondent decided to choose the no response option for gender.
Figure 5
Bar Graph for the Gender Frequency Distribution
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Note. Male participation was higher than female participation.
The study focused on experienced individuals who have worked in technology and

networking-related corporates and understand the impacts of networking on human behavior.
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The inclusion criterion targeted individuals who have worked for more than 5 years in the
company. Based on the demographic information collected, Table 8 below illustrated that 43%
of the respondents worked in their current corporation for 6-15 years, 40% have worked for 16-
25 years, and 17% have worked for more than 26 years. The researcher included Qualtrics
default survey questions to assess IT sector type, which was not part of the initial questionnaire
design for this study. Although all the participants were found to be in the IT sector, they are
self-reported where they came from different subsectors ranging from technical communication
(20%), networking (35%) and cloud computing (45%) and the data as tabulated in Table 5
below. These findings revealed a balanced representation of organizational sectors within the
cloud security research field based on the sample of this study. The 45% participation from the
cloud computing sector underscored the centrality of this field in cloud security research.
Table 5

Frequencies and Percentages for Organizational Experience

Demographic Category % n

Sector Technical 20 30
Communications
Networking 35 53
Cloud Computing 45 67
Total 100 150

Work experience 6-15 years 43 65
16-25 years 40 60
26 and above 17 25
Total 100 150

Note. Participants range from 6-26 years of cloud security experience.
As cloud computing and cloud security are inextricably connected, it made sense that
cloud security employees were the most involved. These findings critically contributed to

facilitating and optimizing cloud data and services security mechanisms and the high percentage
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strongly emphasized the practical aspects of cloud security measures and their effect on cloud
infrastructure. Networking professionals also had a unique comprehension of the infrastructure
underpinning cloud services, which were critical for securing data as it traversed networks. Their
involvement helped to ensure that security policies were broad and included the cloud and
networking security attack vulnerabilities. Similarly, 20% were the technical communications
professionals that do their part in disseminating security practices and protocols across the
organization. As a whole, these broad pillars make for a holistic approach to cloud security, one
that was based on practical application, infrastructure management, and open dialogue.

The investigator also gathered information on cloud security technology professionals,
managers, and executives employed within cloud security networking organizations in the
United States. Regarding participant roles, about 13% were executives, business and 1T, 26%
were managers, business and IT, and 61% were cloud security professionals - including analysts,
engineers, and architects. These results underscore the varied work in the realm of cloud
security. Given that 61% of survey respondents were cloud security practitioners who operated
cloud security controls, most were actively involved in cloud security's technical and
implementation details.

This high ratio represented a great deal of practical, real-world experience — and expertise
— crucial in solving challenging, real-world problems in cloud security. The population of 26%
also shows that many managers were making strategic decisions to drive the discipline of cloud
security. Managers were an integral link between technical system administrators and decision-
making executives, as they were tasked with mapping security processes to the organization's

strategic goals and the regulators' mandates.
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Table 6

Frequencies and Percentages for Cloud Business and Security Job Roles

Type of Role % n
Business Executive 1 2
IT Executive 12 18
Business Manager 22 32
IT Manager 4 6
Cloud Security Analyst 45 67
Cloud Security Architect 3 5
Cloud Security Engineer 13 20
Total 100 150

Note. Executives: 13%; Managers: 26%; Professionals: 61%.

In Table 6 above, 13% of participants who call themselves executives in business and IT
reflected their involvement at high levels of decision-making in cloud security activities. It was
imperative for organizational commitment that strict security measures be maintained, and
essential resources secured. With executives engaged in cloud security, one notes a senior-level
recognition of its importance in an enterprise. That could lead to additional comprehensive and
better-funded security plans for everyone else on the line. These results reveal that all kinds of
professionals participated in this study, and each brought new and different kinds of knowledge,
perspective and experience to help secure cloud business and security infrastructure. Together,
participants’ job roles provided a comprehensive view of how impulsivity, personality traits, and
privacy concerns influenced cloud security behavior across operational and strategic levels.

Measures of Central Tendency: Mean, Median, Mode
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Measured in terms of data analysis, indices including mean, median, and mode was
important for describing the features of a data set. These measurements were one effective ways
to gain insight into what values were typical and the general trend of the dataset. They provided a
basis for knowing what auxiliary statistical procedures were appropriate. The mean (or average)
was found by adding all the values together, then dividing by the number. It was a fast estimate
of the center of the data. However, it can be sensitive to outliers, which can skew the mean and
make it less representative of the majority of the data points.

Table 7

Descriptive Summary Statistics for the Standardized Variables in the Study (N = 150)

Variable Min Max M Mdn  Mode SD
. . . 4 2.01 2.00 2 0.69
Motor impulsivity (MI) - predictor
_ 5 3.40 4.00 3 0.48
Openness to experience (OEP) —
moderator
5 3.86 4.00 4 0.52
Personal information privacy (PIP)
— mediator
. . 2 4 2.87 2.98 3 0.51
Individual behavior (outcome)
MI*OEP 3 17 6.94 6.30 6 2.99
MI*PIP 3 17 7.73 7.35 4 2.83

Note. The interaction variables are MI*OEP and MI*PIP.

Table 7 above showed the mean, median, and mode for the predictors, criterion, and
interaction variables, which were standardized using z-scaling procedure. Analyzing the
summary statistics for the independent variable, motor impulsivity, where the response set range

was 1 = Never, 2 = Rarely, 3 = Occasionally, 4 = Very Frequently, and 5 = Always, the mean
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value of 2.01 suggested that, on average, individuals reported "Rarely" engaging in impulsive
behaviors related to cloud security management. The fact that the median was equal to 2, equal
to the mean also validated that central tendency of response was "Rarely". Furthermore, the
mode of 2 meant "Rarely" and it was the most common response of the participants. This
uniformity between the mean, median, and mode points out to an overall tendency of decreased
impulsivity among participants; a feature that was favorable to cloud business and security
behavior as this suggested more conscious and non-imperative decision-making. It was this type
of behavior that was key in maintaining strong security rules and lessens the risk of snap
decisions that could jeopardize security. measures. This observation was an important knowledge
of the behavior among the study sample, which showed that as a rule organizations were still
more cautious towards the management of cloud security.

For the moderator variable, openness to experience where the survey response options
were 1 = Strongly disagree, 2 = Disagree a little, 3 = Neither agree nor disagree, 4 = Agree a
little, and 5 = Strongly agree, and given the mean value of 3.40 suggested that, on average,
respondents were close to “neither agree nor disagree” when it came to openness to experience.
The median value of 4 indicated that at least half of the participants actually leaned towards
"Agree a little," showing a tendency towards being open to new experiences. Mode of 3,
indicated "Neither agree nor disagree" , which emphasized that this answer was the most
common among the sample. This distribution implied that a substantial number of the sample
were indifferent to novel ideas and experiences.

However, the mediator variable, personal information privacy, where the response
options ranged from 1 = Strongly disagree, 2 = Disagree a little, 3 = Neither agree nor disagree, 4

= Agree a little, and 5 = Strongly agree, the mean value was 3.86, which suggested that, on
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average, respondents leaned towards "Agree a little" when it came to concerns about personal
information privacy. The median value of 4 confirmed that at least half of the samples held this
view, showing employee concern about personal information privacy. The mode of 4 indicated
the most common response, continued to accept personal information privacy. This asymmetry
indicated a strong bias against self as recipient of personal privacy information. Understanding
these attitudes was essential for cloud security management because it indicated the role an
individual professional played in the secure protection of their data. The focus on privacy
therefore only can result in demands for tighter controls and rules inside clouds to protect data.

In a similar broad picture, the survey responses whose rating items were: 1 =Never, 2=
Rarely,3 =Occasionally, 4 = Almost Always, 5=Always for the dependent variable, such as
individual behavior, the mean 2.87 determined that at this point, sharing somewhat most of the
respondents were "rarely" engaged in security practices. The median value of 2.98 alluded to an
aggregated regularity for individual behavior, "Rarely." While the most frequently occurring
mode scores were closer to the mean, in other words, since the mode's overall tendency still
leans on the side of 3, it can be inferred that "Rarely" was the predominant behavior for these
participants.

In all three indices, there was a gentle decline from gentle to moderate: "Rarely"
becoming slightly less so through "Occasionally" (with 0.5 =more often) then the point near zero
lying below 'occasionally but above 'rarely." At this juncture, trends in such cloud security
behavior statistics indicated that something more optimistic than a moderate level of engagement
may evolve. Something more at stake than a moderate level of engagement with cloud security
can be read into this trend. Furthermore, an individual who occasionally paid attention or took

advantage of security practices seemed desirable from the point of view of cloud security



85

management. Since there were indications that some professionals engaged very infrequently or
even never with security practices, this outcome made one pause to consider whether to shift
business priorities toward promoting less disturbance in bringing consistent and pro-claim
behavior with even better security assurances. Moreover, overall estimates were available in the
lines that described the standardized interaction variables for motor impulsivity and openness to
experience in Table 7 above. The mean of 6.94 for the interacted variable MI*OEP equaled
approximately one standard deviation. The median value, near the mean at 6.30, suggested a
central tendency for these data. Although the mean or most likely value does not capture average
levels of interaction, it provides a rough picture. A mode of 6 was the most frequently occurring
value in the distribution. Once again, this emphasized the main finding above. With such a
distribution, while there may be variety concerning how motor impulsivity interacted with
openness in an individual's behavior, most individuals fell between the two.

However, professionals with such balanced levels of openness to experience and motor
impulsivity could be standard throughout the sample, and this meant that the security behaviors
they follow will likely be diverse but adaptable as well. Understanding this interaction will help
determine common behavior patterns and aid in managing such patterns to improve cloud
security and data management. Also, this study examined the summary statistics for standardized
interaction variables of motor impulsivity and personal information privacy (MI*PIP) in the
context of cloud security. With a mean value of 7.73, it can be concluded that these traits in
combination result in behavior which is, on the whole, closer to "Occasionally". The
approximate mean of 7.35 suggested this nature of the average result was close to something in
between "Occasionally" and "Rarely." The mode of 3, which was the value that most frequently

occurred, reconfirmed the concept of the most common response being that "Rarely" among
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respondents. Personal information privacy had a medium trend and frequency in conjunction

with occasional impulsiveness. Grasping these interactions was a crucial step in shaping cloud

security and data management strategies that cover impulsive individual behavior and personal

information privacy concerns, allowed a balanced look at security risks to prevail.

Outliers Detection and Treatment

To ensure validity and reliability of statistical analyses, outliers detection and treatment

was a critical step. Henceforth, boxplots were created in SAS to visually inspect extreme values.

Figure 6

Independent Variable: Motor Impulsivity
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If extreme values were found the dataset then z-score analysis was conducted to determine if the
value to be retained or removed to further preserve data integrity. In this study, the z-scores
falling within the range of -1 to +1 were considered not to be outliers. Figure 6 above included
two extreme values next to the right whisker in a box plot for motor impulsivity, which
suggested that the vast majority of the data was concentrated towards lower values, with only a
few cases displaying high impulsivity scores. The range of z scores for these two cases were
examined, and they were found to be less than 1. Thus, the two cases were determined to not be
outliers. However, Figure 7 below showed the graphs for the moderator variable, openness to
experience. There were no outliers towards any whiskers in the box plot for openness to
experience. This indicated a consistent distribution without extreme deviations in responses.
Figure 7

Moderator Variable: Openness to Experience
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Note. No extreme values found indicating homogenous distribution.

Figure 8 below for personal information privacy showed three possible extreme values towards
the left whisker in a box plot. An examination of the range of z scores for these three cases was
found to be less than 1. The z-scores falling within the range of -1 to +1 were considered not to
be outliers. Thus, the three cases showed as extreme values were determined to be not outliers
and as such, they were included in the subsequent analysis.

Figure 8

Mediator Variable: Personal Information Privacy
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Note. Left skewed outliers indicated contrast to the majority.
Similarly, Figure 9 below showed five extreme values towards the left whisker in a box plot for
the outcome variable, individual behavior. An examination of the range of z scores for these five

cases indicated less than 1, which was within the cut off range of 1 to +1. Thus, the researcher

88
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determined that these cases were not outliers and as such, they were included in the subsequent
analysis. On the other hand, after looking at z scores of potential outlying values, the researcher

defended keeping the outlying values in their place and preserving the fidelity of the model to the
source data and not to the researchers’ “convictions".

Figure 9

Outcome Variable: Individual Behavior
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Note. Left skewed values clustered around less than 1 indicated no outliers.
Statistical Assumptions Testing

Normality Test
To test whether the normality was statistically significant given the data was tested with

null hypothesis normality with o =. 05. One-sample two-tailed t-test for normality testing was

applied in SAS, then p value was calculated as below
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Hypothesis Testing.

Ho: data was normally distributed.

Ha: data was not normally distributed.
Table 8

Shapiro-Wilk Values for Study Variables

Variable Shapiro-Wilk Value p

Motor impulsivity (MI) - predictor 0.924 <. 001
Openness to experience (OEP) - moderator 0.946 <. 001
Personal information privacy (PIP) - mediator 0.958 <. 001
Individual behavior (outcome) 0.934 <. 001

Note. All study variables violated statistical normality assumption as Shapiro-Wilk p <.001.
Based on the results in Table 8 above, the Shapiro-Wilk test p value is <.0001. Since the
p value < .05 for all the study variables (motor impulsivity, openness to experience, personal
information privacy, and individual behavior), the null hypothesis was rejected and concluded
that the data were not normally distributed. Thus, there was sufficient evidence and 95%
confident that the normality condition was violated, and the random samples were not from
normal distribution population. The Shapiro-Wilk test assessed whether the distribution of a
variable deviated from a normal distribution. In this case, the extremely low p value suggested
that the data was not normally distributed. By acknowledging and treating the violation of the
normality assumption, the researcher employed alternate approaches such as Box-Cox
transformation (see Figure 15 through Figure 18 within Appendix C). Table 9 below showed
Box-Cox transformed Shapiro-Wilk p-values >.05, which suggested that the random samples

were from the normal distribution population and normally distributed.
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Shapiro Wilk Values for Study Variables After Box-Cox Transformation
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Variable Shapiro-Wilk Value P

Motor impulsivity (MI) - predictor 0.9967 0.5778
Openness to experience (OEP) - moderator 0.9948 0.1752
Personal information privacy (PIP) - mediator 0.9942 0.1165
Individual behavior (outcome) 0.9965 0.5209

Note. Statistical normality assumption was met as Shapiro-Wilk p> .001.

Collinearity Test

In multiple linear regression, where the predictor variables such as motor impulsivity

(M), interacted variables (MI*OEP & MI*PIP) were involved in this study, there could be

phenomenon that these predictors can highly correlate with each other obscuring their attribution

to the variance.
Table 10

Multicollinearity Test

Collinearity Statistics

Variables B SE S t p Tolerance VIF
Intercept 3.334 0.131 0 25.500 <.001 0 0

MI -0.114 0.141 -0.152 -0.809 0.420 0.17 5.75
MI*OEP -0.009 0.015 -0.052 -0.636 0.526 0.92 1.09
MI*PIP -0.030 0.034 -0.164 -0.872 0.385 0.17 5.77

Note. VIF values of MI, MI*OEP, MI*PIP VIF values are less than 10 and Tolerance is greater

than 0.1.
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The researcher assessed the multicollinearity of variables using the VIF method by
running the linear regression analysis in SPSS to test if the VIF value was greater than 10 and
Tolerance was less than 0.1 then it would be concerning that multicollinearity existed in the
study data set. See Figure 19 for more details about the SPSS output in Appendix C. Table 10
above showed Tolerance and VIF values for the predictors including MI, MI*OEP, and MI*PIP.
Based on the results in the Table 10 above, the researcher concluded that the data met the
assumption of collinearity indicating that multicollinearity was not a concern (MI, Tolerance =
.17, VIF = 5.75; MI*OEP, Tolerance = .92, VIF = 1.09; MI*PIP, Tolerance = .17, VIF = 5.77).
The researcher also checked to see if the residual terms were uncorrelated by locating the Model
Summary table and the Durbin-Watson value in SPSS linear regression analysis if the value was
as close as 2. See Figure 19 in Appendix C for the SPSS output of the Model Summary. Table 11
below displayed Durbin-Watson value, which was closer to 2, thus, the data met the assumption
of independent errors (Durbin-Watson value = 2.167).

Table 11

Model Summary — Independent Errors

Outcome Variable R R’ Adjusted R’ SE Durbin-
Watson
1 0.327 0.107 0.088 495 2.167

Note. Predictors: (Constant), MIPIP, MIOEP, MI; Dependent Variable: IB.
Homoscedasticity Test

To test homoscedasticity assumption that the variance of the residuals (the differences
between observed and predicted values) was constant across all levels of the independent

variables including MI, MI*OEP, and MI*PIP in the regression model, the researcher used two
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methods: graphical and analytical to check homoscedasticity for the study data set. A linear
regression analysis was conducted in SPSS and the Figure 10 below showed graphical
representation of scatter plot of standardized residuals revealing the points were almost evenly
spread around the horizontal axis forming a rectangular shape. Additionally, the scatterplot of
standardized predicted values showed that the data met the assumptions of homoscedasticity.
However, analytical testing was conducted to test statistical significance. See Figure 20 in
Appendix C for SPSS ANOVA output of Breusch-Pagan test.

Figure 10

Scatter Plot of Standardized Residuals

Dependent Variable: IB
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Note. Predictors: (Constant), MIPIP, MIOEP, MI; Dependent Variable: IB.

The Breusch-Pagan test was a statistical method used to detect heteroscedasticity in a
regression model, which occurs when the variance of residuals is not constant across levels of the
independent variables. The researcher performed Breusch-Pagan test in SPSS by first opening

the study dataset, selecting predictor variable (MI) and the independent variables including



interacted terms (MI*OEP & MI*PIP), and checking unstandardized predicted values and
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residuals boxes in the linear regression. A multiple linear regression model was fit and both the

predicted values (PRE 1) for each observation and the residuals (RES 1) were shown in two

new columns in the Data View window. See Figure 20 within Appendix C for SPSS data view

showing predictor and residual values. Next, the squared residuals were computed using

Transform and Compute options in SPSS. See Figure 21 in Appendix C for SPSS squared

residuals computation. Then the researcher ran the regression analysis to determine if there were

unequal variances (heteroscedasticity) in this study dataset.
Table 12

ANOVA Breusch-Pagan Test

Model 1 Sum of df Mean Square F P
Squares

Regression 0.620 3 0.207 1.667 0.177

Residual 18.111 146 0.124

Total 18.731 149

Note. ANOVA p-value is >0.05.

Hypothesis test procedure was outlined below to determine the p-value:
Ho: 61=02=03

Ha: 01 <> 62<> 053

where o1 = MI, 62 = MI*OEP and o3 = MI*PIP

See Figure 22 in Appendix C for SPSS ANOVA output. To prove the assumption of
homoscedasticity that there was no difference in the levels of variability between the predictor

variable (MI) and the interacted terms (MI*OEP & MI*PIP), the researcher ran the following
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hypothesis to test those variances with a = 0.05. Based on the Breusch-Pagan test results as
illustrated in Table 12 above, the p-value was 0.177. Since the p-value was more than 0.05, the
researcher had no reason to conclude heteroscedasticity existed in the regression model and the
null hypothesis was rejected. Therefore, there was statistical evidence and 95% confidence that
homoscedasticity assumption was fulfilled.
Mediation Analysis

The main objective of the mediation model was to test any potential dealing that personal
information privacy concern played between the two research constructs and their relationship
between motor impulsivity and individual behaviors in managing cloud business and security.
Through investigating this potential mediating hypothesis, the study attempted to ascertain
whether concerns about privacy played a dominant role in how motor impulsivity correlated with
behavior towards cloud security. Understanding this mediation effect was particularly important,
as it can offer a stronger understanding of how impulsive tendencies affect cloud security
behaviors and guide more pragmatic strategies to manage these behaviors:

RQ1: Does motor impulsivity impact individual behavior in cloud business and data

security management?

H1o: Motor impulsivity does not significantly impact individual behavior in cloud

security management.

H1.: Motor impulsivity significantly impacts individual behavior in cloud security

management.

H2o: Personal information privacy does not significantly mediate the relationship

between motor impulsivity and individual behavior in cloud security management.
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H2.: Personal information privacy significantly mediates the relationship between motor

impulsivity and individual behavior in cloud security management.

The mediation analysis was conducted using SPSS’s PROCESS macro (Hayes & Scharkow,

2013). See Figure 23 and Figure 24 in Appendix C for further details on SPSS outputs. Table 13

below showed the model summary of the independent variable (MI) predicting the target

variable (IB) and the mediator variable (PIP). The overall model predicting IB was statistically

significant, F(2, 147)=6.16, p =.0027 and it accounted for 7.73% of the variance in IB (R’ =

.0773). Similarly, the model for MI predicting PIP was statistically significant, F(1, 148) =8.11,

p =.0050, and it accounted for 5.19% of the variance in PIP (R’=.0519).

Furthermore, Table 13 below showed the mediation analysis results where MI (B =-0.31,

p =.047) revealed a significant negative relationship between MI and IB (¢ =-2.10, t = 10.81).

For every unit increase in MI, IB decreases by 0.31 on average. Since the direct effect of the

independent variable, motor impulsivity (MI) is statistically significant and impacted the

outcome variable, individual behavior (IB), the researcher failed to accept the null hypothesis. In

other words, motor impulsivity impacted individual behavior in cloud security management.

Thus, the null hypothesis H1¢ was rejected.
Table 13

Regression Model Summary for MI Predicting PIP (N = 150)

Outcome R R’ MSE F df1 dar2 P
Variable

IB 0.2781 0.0773 1.4435 6.1601 2.0000 147.0000 0.0027
PIP 0.2279 0.0519 0.3641 8.1073 1.0000 148.0000 0.0050

Note. Both models are significant (p<.05).



Table 14

Mediation Analysis
95% Confidence
Interval for B
Lower Upper
Path B SE p ! p Bound Bound
Intercept 5.82 0.54 0 10.81 0.000 4.762 6.893
MI—>» IB -0.31 0.15 -0.31 -2.10 0.048 -0.609 -0.004
(Direct)
MI—» PIP -0.21 0.07 -0.21 -2.85 0.005 -0.36 -0.07
PIP—>» IB -0.53 0.16 -0.53  -3.26 0.001 -0.86 -0.21
MI—» IB
(controlling -0.31 0.15 -0.31 -2.01 .048 -0.61 -0.00
PIP)

Note. MI = motor impulsivity; PIP = personal information privacy; IB = individual behavior.
Table 14 above also showed the direct effect of PIP (B =-0.53, p =.001) on IB indicating a
significant negative relationship between PIP and IB (¢ =-3.26, r = 10.81).

Table 15

Bootstrap Mediation Effects of PIP on IB with 95% Cis for 5000 Bootstrapped Samples

95% Confidence Interval for B

Path B BootSE BootLLCI BootULCI
Indirect effect

(unstandardized) 0.11 0.05 0.03 0.24
MI—Dp 1B 0.31 0.05 4.76 6.89

Note. Indirect effect = MI —P> IB (controlling PIP).
Since the regression coefficient between motor impulsivity (MI) and individual behavior (IB)
was statistically significant, as was the regression coefficient between personal information

privacy (PIP) and IB, the researcher tested the significance of this indirect effect using
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bootstrapping procedures in SPSS. Table 15 above indicated unstandardized indirect effects of
PIP that were computed for each of 5,000 bootstrapped samples at 95% confidence intervals.
Since the bootstrapped unstandardized indirect effect of PIP was .11, and the 95% confidence
interval ranged from .03 to .24, the indirect effect was statistically significant. Overall, the
mediation analysis from Table 18 above established that motor impulsivity (MI) had a significant
direct effect on individual behavior (B = 0.31, 95% CI [4.76, 6.89], and a significant indirect
effect of PIP (B =0.11, 95% CI [0.03, 0.24]. This set of findings implied that personal
information privacy played a significant mediating role in the association between motor
impulsivity and behavior. Thus, the researcher rejected H2¢ null hypothesis.
Moderation Analysis

The objective of this moderation analysis was to examine whether openness to experience
considerably influenced the strength or direction of the relationship between motor impulsivity
and personal behavior in the context of cloud business and security management. Through the
investigation of this moderation hypothesis, it was determined whether individuals characterized
by different degrees of openness to experience will demonstrate varying behavior in response to
their impulsive inclinations. Understanding this moderate effect was important, it can uncover
subtle interactions that drive behavior among cloud security business and security may expose how
personal trait affected the management and compliance of security practices.

RQ2: How does privacy of personal information mediate, and how does the Big Five

personality trait of openness to experience moderate, the relationship between motor

impulsivity and individual behavior in cloud business and data security management?



H30: Openness to experience does not significantly moderate the relationship between

motor impulsivity and individual behavior in cloud business and data security

management.

H3.: Openness to experience significantly moderated the relationship between motor

impulsivity and individual behavior in cloud business and data security management.
The moderation analysis was conducted using SPSS’s PROCESS macro (Hayes, 2013). The
moderation analysis examined the influence of motor impulsivity (MI) and openness to
experience (OEP) on individual behavior (IB) and whether OEP moderated the relationship

between MI and IB. See Figure 25 in Appendix C for further details on SPSS outputs of

moderation analysis. Table 16 below revealed the regression model summary, which included

centered predictor (MI), centered predictor (OEP), explained 56% of the variance in IB (R’ =

.5564), F(3, 146) = 6.5195, p = .0000. In the second step of the regression analysis, the
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interaction term (Int_1) between MI and OEP explained 1.8% of the variance in IB (R*=.0184),

F(1, 146) = 6.0427 p = .0151.
Table 16

Regression Model Summary Predicting IB (N = 150)

Model R’ F df1 dar p
MI, OEP 0.5564  61.0501 3.0000  146.0000 0.0000
MI, Int_1 0.0184 6.0427 1.0000  146.0000 0.0151

Note. Adjusted AR? variance = 2% after the interaction with significance (p<.05); Int_1 =
MI*OEP.
Furthermore, Table 17 below shows all the p values of MI, OEP, and Int_1 were statistically

significant (p <.05). MI (B =0.2630, p = .0000), which indicates a significant positive
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relationship between MI and IB (¢ = 12.85, ¢ = 28.84), respectively. For every unit increase in

MI, IB increased by 0.2630 on average.

Table 17
Moderation Analysis
95% Confidence
Interval for B

Variables B SE t p Lower Upper
Bound Bound
Intercept 6.0147 0.2085 28.8423 0.0000 5.6025 6.4268
MI 0.2630 0.0205 12.85 0.0000 0.2226 0.3035
OEP -0.0008 0.0003 -2.9849 0.0033 -0.0014 -0.0003
Int 1 0.0001 0.0000 2.4582 0.0151 0.0000 0.0001

Note. MI = motor impulsivity; OEP = openness to experience; IB = individual behavior;Int 1 =
MI*OEP.

On the contrary, OEP (B =-0. 0008, p =. 0033) revealed a significant negative relationship
between OEP and IB (z = -2.98, ¢ = 28.84) respectively. For every unit increase in MI, OEP
decreased negligibly on average. The interaction between MI and OEP, Int_1 was statistically
significant (p =.0000, p = .0000), which meant that OEP moderated the relationship between MI
and IB. Additionally, Table 18 below directed the conditional effects of the motor impulsivity
relationship at values of the moderator, and openness to experience were significant (p < 0.05) at
levels -887.7267, .0000, and 887.7267 (SD, M, +SD). Additionally, the results from Regression
Model Summary in Table 19 above indicated that the addition of the interaction term Int_1 (R°=
.0184) explained an additional 2% of AR’ variance, (F(1, 146) = 6.042, p = .0184 in IB, bringing
the total to 58%. These findings suggested that the openness to experience moderated the
relationship between motor impulsivity and individual behavior. Based on the moderation

analysis, the researcher rejected the H3o null hypothesis.
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Conditional Effects of MI at Values of OEP
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95% Confidence Interval for B

OEP Effect SE t p Lower Bound  Upper Bound

-887.7267 0.2177 0.0203  10.7358 0.0000 0.1776 0.2578
0.0000 0.2630 0.0205 12.8492 0.0000 0.2226 0.3035

887.7267 0.3083 0.0332  9.2738 0.0000 0.2426 0.3740

Note. All effects are significant (p<.05).

Hypothesis Test Results

The researcher explored the complex relationships between motor impulsivity, personal

information privacy, personality trait such as openness to experience, and individual behavior in

cloud security management. Three key hypotheses were tested using SPSS’s PROCESS macro

(Hayes, 2013)mediation and moderation analysis approach and the results were illustrated in the

earlier sections of this thesis.

Table 19
Hypothesis Results
Null Relationship Statistical Results Status Reason
Hypothesis Tested Tests
Hlo Motor Mediation MI and IB Rejecte p <significance

impulsivity does
not significantly
impact
individual
behavior in
cloud security
management.

Analysis  (p=.047,p
=.000)

d

level (.05) revealing
motor impulsivity
significantly
impacted individual
behavior
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Null Relationship Statistical Results Status Reason
Hypothesis Tested Tests

H2, Personal Mediation =~ Mediation Rejecte The positive
information Analysis  effect d coefficient indicates
privacy does not (0.1140) that the indirect
significantly and effect contributed to
impact the Bootstrap the increasing
relationship Confidence impact on individual
between motor Interval behavior, and the
impulsivity and (0.03, 0.23) Bootstrap values
individual reveal the statistical
behavior in significance of the
cloud security indirect impact in
management. supporting the

presence of
mediation.

H3o Openness to Moderation Interacted Rejecte The interaction
experience does Analysis  term, Int 1 d between motor
not significantly (p=.00,p= impulsivity and
impact the .00) openness to
relationship experience, Int 1 is

between motor
impulsivity and
individual
behavior in
cloud security
management.

statistically
significant (p <.05)
predicting individual
behavior supporting
the presence of
moderation

Note. All of the three null hypotheses were rejected.

The hypothesis results were summarized in Table 19 above along with the reasons for
acceptance or rejection of the null hypothesis. For Hypothesis H1o the researcher rejected the
null hypothesis, indicating that motor impulsivity played a crucial role in predicting individual
behavior, and predominantly, there was significant impact on the outcome of individual
behavior. Similarly, the test results for Hypothesis H2¢ steered to reject the null hypothesis. The
H2 test results demonstrated that personal information privacy significantly mediated the
relationship between motor impulsivity and individual behavior. The mediating role of positive

mediation supported its important significance in the impact of personal information privacy on
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individual behavior and an important role in cloud security behavior and encouraged the
development of anti-impulsivity measures. As a result, Null Hypothesis H3o was also rejected
because the data reveal that openness to experience significantly altered the motor impulsivity of
individual behavior. The significant interaction suggested that the influence of motor impulsivity
on individual behavior depended on an individual’s level of openness to experience. This subtle
result suggested that other personality dispositional characteristics such as openness to
experience and motor impulsivity can be influential in potential firms wishing to govern
individual activities with regards to cloud security and data administration. In summary, the
closing implication was that greater consideration should be given in research to both impulsivity
and alternative character differences.
Conclusion

Overall, the researcher argued for the co-existence of motor impulsivity, personal privacy
information, and cloud security behavior. By statistical means such as mediation test, their
analysis combined with moderation test contributed to exploring the salient factors as well as the
interactions among these three factors. The strong influence of motor impulsivity on individual
behavior served as a reminder of the need for intervention in impulsive vulnerability factors
which yield better security practices in cloud business and security management. To sum up, the
groundwork of this chapter was discussed in more detail in Chapter 5, with a number of
applications to business organizations, particularly those that concern cybersecurity. By
understanding the complexity of these connections and addressing them systematically,
providing a safer business environment along to reducing data risks. While at the same time
reduced their exposure to risks to their business. In this ways, it both shielded sensitive

information, and promoted positive behaviors.
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Chapter 5: Conclusions, Implications of the Study, and Recommendations

The study examined the impact of impulsivity on employee behavior in cloud business
and data security management, focusing on the general assumption that human behavior was an
important basic factor that could lead to vulnerabilities in cloud business and data security and
business risk. In particular, the study focused on the association between motor impulsivity
(predictor) and individual behavior (outcome) in cloud business and data security management
and examined the moderating role of openness to experience and the mediating role of personal
information privacy. This composite was assessed by Alsharida et al. (2023), to shed some new
light on a relationship which has so far not been described in detail.

The statistical results contributed to understanding how the moderation and mediation
factors interacted and impacted individual behavior and cloud business and data security
management. The chapter was structured into significant parts to examine the research results in-
depth and conclude with the results, discussing the findings, future research direction
suggestions, and practical and theoretical implications. The discussion ended with a note of study
limitations and conclusions, which presented a synthesis of the research input to security
behavior. However, the primary research questions that guided this investigation were:

RQ1: Does motor impulsivity impact individual behavior in cloud business and data

security management?

RQ2: How does privacy of personal information mediate, and how does the Big Five

personality trait of openness to experience moderate, the relationship between motor

impulsivity and individual behavior in cloud business and data security management?
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Summary of Results

The present study focused on the existing problem of uncertainties regarding the potential
effect of motor impulsivity on individual behavior, the moderating role of a Big Five trait, and
the indirect effect of personal information privacy. The results gave important suggestions on
motor impulsivity, openness experience with, personal privacy discussion and individual
behavior in cloud business management and data security control. The statistical test results were
significant in the three tested hypotheses, thus clearly indicating the correlation between the
study variables. This rejection of the null hypothesis H1¢ suggested that motor impulsivity had
significant negative influence on individual behavior from a cloud resources' business and
security management perspective. This observation indicated that higher levels of motor
impulsivity are associated with individual behaviors that can undermine security measures and
increase risks to business and data security.

The mediation analysis of null hypothesis H2o showed that personal information privacy
showed a significant partial mediating relationship between motor impulsivity and individual
behavior. The partial mediation effect imply that although privacy concerns mediated the
relationship between impulsivity and security behavior, the direct impact of motor impulsivity
was still rather extensive and significant. The result indicated that the security decision-making
processes were multifaceted and have various channels through which impulsivity affected
individual behaviors. The partial mediation effect of personal information privacy between motor
impulsivity and individual behavior has theoretical contributions to the field because it enhanced
the comprehension of behavioral dynamics in cloud business and data security. In other words,
privacy concerns played a crucial intermediary role in how motor impulsivity influenced

individual behavior, highlighting that the direct impact of impulsivity was predominant. Overall,
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the mediation analysis uncovered a significant direct relationship between motor impulsivity and
that individuals with higher impulsivity exhibited behaviors that could affect cloud business and
data security management and practices. In null hypothesis H3o, the moderation analysis
established that openness to experience as one of the personality traits intensely moderated the
correlation between motor impulsivity and personal behavior. The critical effect of the
interaction demonstrated that the influence of motor impulsivity on individual behavior is diverse
and depends on the degree of openness to experience in a specific individual. The moderation
results indicated that personality traits were essential in influencing the expressions of the
tendency of impulsiveness in matters relating to cloud business and data management security.
The significant interaction term indicated that the moderating factor influenced the effect of
motor impulsivity on individual behavior's variance and openness to experience, which
suggested that the interaction between Big Five personality traits and impulsiveness domains
should be centered in business continuity strategies, individual behavior management in cloud
business and data security contexts.

Collectively, the findings aligned with a more complex interpretation of cloud security
behavior that extends beyond traditional models of rational decision-making. Rather than
viewing individuals as purely logical actors who make calculated choices to protect data, the
results suggest that human behavior in cloud security is also influenced by emotional,
psychological, and personality-related factors. This implied that impulsive tendencies and
personal traits can override rational intentions, leading individuals to engage in behaviors that
may unintentionally compromise security. The analysis also found disparities in work experience
and job titles based on demographic factors. The present study therefore contributes to the

understanding of the complex direct associations between motor impulsivity and individual risk



107

at a behavioral level, which also depend on the indirect effects of personal information privacy
concerns and the personality trait of openness to experience. These insights highlight the need
for tailored interventions that address both impulsivity and individual personality differences to
strengthen cloud security behavior.
Discussion of Results
Motor Impulsivity and Individual Behavior

Motor impulsivity was the only factor that was considered in association with
problematic networks, and self-regulation/agreeableness in compliance with cloud business and
data security policies (Woods, 2022). The rejection of null hypothesis H1o, that motor
impulsivity significantly predicted individual’s behavior, was in line with the findings (Alsharida
et al., 2023; Aschwanden et al., 2024; McElroy & Dowd, 2023) that identified impulsivity as a
significant predictor to risky and noncompliant behavior patterns in different settings including
digital environments emphasized the need to address impulsivity tendencies that stains the use of
targeted interventions and training programs to improve security measures. For example,
Hadlington (2017) administered a questionnaire to investigate the relationship between each of
the three subscales of impulsivity (attentional impulsivity, motor impulsivity, and non-planning
impulsivity) and risky cybersecurity behaviors. Their findings indicated that both attentional and
motor impulsivity were positively correlated with risky behaviors, while non-planning
impulsivity was negatively correlated.

Another study by Gillam (2019) contended that motor impulsivity moderated the
relationship between disclosure of information and privacy concerns and cybersecurity behavior
and suggested future research on the direct impact of motor impulsivity on cybersecurity

behaviors. This future research implication aligned with the current study's illustration of motor
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impulsivity's significant impact on individual cloud business and data security management
behavior. However, the present negative correlation, which indicated the relationship between
motor impulsivity and individual behavior in cloud security management, aligned with the
available infringes concerning schema impulsivity in cybersecurity implications. To test the
generalizability of the overall effect of impulsivity on risky cybersecurity behaviors, a replication
study by Aivazpour and Rao (2022) encapsulated the cross-population and cross-setting
performances of the same. These results complemented the present study's findings, thus
supporting the assumption that impulsive tendencies were the consistent risk factor within a
cloud business and digital security setting. Furthermore, the inverse correlation obtained in this
study indicated that the higher the level of motor impulsivity, the higher the chances of indulging
in activities that breach cloud security measures leading to insider threats. The research goes
further than the work of Roberts (2021), which focused on cybersecurity knowledge, attitudes,
and online risky behaviors and revealed that, more frequently, behavioral variables suffice over
knowledge-based interventions in protecting against online risks.

The core study was dedicated to motor impulsivity and offered a more precise insight into
the specific types of impulsive behaviors, such as motor impulsivity, that would influence the
result on business operations and data security management. Nevertheless, the correlation
between impulsivity and individual behavior was not always the same. AL-Nuaimi (2024) also
conducted a systematic review focusing on human and contextual factors affecting cybersecurity
in organizations and how individual traits or traits represent different organizational contexts.
This contextual difference could be one of the reasons behind some of the finer findings in the
present study, which was that the intensity of the quality of motor impulsivity and individual

behavior differed between various groups of participants.
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Mediating Role of Personal Information Privacy

The mediation role of personal information privacy was statistically significant, given
that it explained the individual behavioral process of cloud business and data management
security. Personal information privacy is also indirectly linked to motor impulsivity behavior and
security, which reflects that the privacy awareness and concern for taking impulsive users are
derived from the security behavior. This mediational effect indicated that privacy education and
awareness campaigns can be a successful method to mitigate security risk. This mediation effect
denoted that privacy education and awareness campaigns can serve as an effective strategy to
reduce impulsivity security risk. Thus, the statistical results revealed that personal information
privacy not only directly impacted individual behavior but also played a role indirectly through
the mediation of motor impulsivity. Since the effect was significant yet did not fully account for
the relationship, it indicated partial mediation, meaning that while personal information privacy
independently affected individual behavior, motor impulsivity further shaped this relationship.
Personal information privacy played a crucial mediating role in the mechanism of motor
impulsivity on individual behavior, and this study helped to enrich the behavioral dynamic
theory in the field of information security.

Additionally, this study presented the combination of impulsivity construct, information
disclosure, and privacy concerns, which depended upon the extent to which business
performance affected (Alvazpour and Rao, 2020). Taking stock of such evidence, this research
extended prior work by showing that privacy concerns, such as PIP, act as a mediator in the
effect of motor impulsivity on personal behavior, specifically with respect to cloud business and
data security management. Found that the influence of motivation and privacy on knowledge

sharing while sharing information during the pandemic was mediated by perceived risk and
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provided evidence of the impact of preconditions relating to privacy on behavioral intentions in
cyberspace. This knowledge altered the association between motor impulsivity and self-esteem
in the present outcome-driven analysis, which can be traced back to self-interest, personal
privacy, and privacy preservation, which were relevant in the study. Soomro et al. (2024)
explored digital technology adoption among small and medium-sized enterprises, focusing on the
role of privacy implications in adopting technology and technology use patterns. Similarly,
Paspatis et al. (2023) contended that personal information privacy concerns are critical factors
influencing individual actions directly or indirectly in digital environments. The present research
results indicated that security behaviors can only be improved by dealing with both impulsivity
management and privacy awareness within organizations. A small part of the mediation implied
that although personal information privacy was a key factor, it cannot fully explain the
relationship between impulsivity and the behavior associated with cloud business and data
management security. Overall, the statistical findings revealed that the criticality of the privacy
of personal information to mediate motor impulsivity not only contributed to the academic
literature but also bridged the overwhelming concerns regarding business risks and insider
threats to data security.
Moderating Effect of Openness to Experience

The significant moderating impact of openness to experience introduced the significance
of personality traits in security behavioral pattern design. People who are more open to
experience were likely to react differently to impulsive urges in security settings and thus might
show more adaptive approaches to security-related situations. The statistical results from this
study added to the emerging literature on the personality aspects of business operations and

cybersecurity behavior. Srabonee et al. (2025) researched the mechanisms of the influence of
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personality dimensions such as Honesty-Humility, Emotionality, Extraversion, Agreeableness,
Conscientiousness, and Openness to Experience (HEXACO) on task performance, showing the
effect of openness to experience on the patterns of novelty individual behavior. The interaction
effect implied that training and intervention programs on security need to be designed based on
personalized personality profiles to be as effective as possible. Although there was limited
literature concerning how impulsivity impacted decision-making on security issues outside the
working environment (Kont, 2023; Shemeis et al., 2021), this study found that openness to
experience, one of the Big Five personality traits, played a significant role in shaping individual
behavior in cloud business and data security management. Several studies recommended future
research on personality traits and their influence on security-related behaviors (Al-Nuaimi et al.,
2024; Barth et al., 2019; Chiorri et al., 2016).

Based on the statistical results, the present study found that openness to experience
significantly moderated the relationship between motor impulsivity and individual behavior. This
statistical finding indicated that the effect of motor impulsivity on individual behavior was
influenced by an individual's level of openness to experience. According to Choi et al. (2022),
salience was a potential factor within addictive complexity that shapes individuals' capacity to
engage in various cloud business and data security behaviors. Meinert et al. (2018) demonstrated
that personality significantly influenced various security-related behaviors, including the efficacy
of security prompts, susceptibility to phishing attacks, attitudes toward information security, and
perceptions of cloud business and data security risks. However, the findings of this study also
revealed a negative correlation between motor impulsivity and individual behavior, challenging
the positive relationship established by these investigators (Aivazpour & Rao, 2022; Briggs et

al., 2017; Hadlington, 2017). Briggs et al. (2017) examined the impact of impulsivity on the
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decision-making process in a digital setting and showed that impulsive tendencies can provoke
the selection of the least secure options. Contrary to these domains of impulsiveness, they can
inhibit the behavior of effectiveness in cloud business and, in essence, from the point of view of
heuristic behavior—information security governance, as opposed to reinforcing it.
Individualized, behaviorally based methods that include personality temperament and impulsive
propensity are much more effective than the one-size-fits-all generic solutions. Interventions like
alerts can be modified by organizations to reduce business and security risks. Real-time feedback
and phishing simulations. Also, it activated employee vigilance and adherence by role-specific
behavioral patterns by means of security training on the security protocols. Models can provide
better predictions and interventions by adding the Big Five personality traits and increasing
security behavior in the organizational setting.
Integration with Risk Propensity Model

The risk propensity model resurged as a research interest, and its acceptance was renewed
due to the recent discovery of its relevance to behavioral constructs, which can be measured
through self-reported tools (Zhang et al., 2018). Considering the overall risk propensity model,
this study revealed that motor impulsivity influenced individual behavior, personal information
privacy mediation, and personality traits, as openness to experience influenced individual
behavior. Azizah et al. (2022) compared impulsive buying behavior to factors such as technology
acceptance models in e-commerce and showed how impulsivity affected behaviors involving
technology intermediaries. Combining the risk propensity model with the factors that affect
personality gives an in-depth insight into human behavior in the online space. In the study by
Olabanji et al. (2024), cloud security with the use of artificial intelligence (AI) was analyzed, and

it was noted that analyzing user behaviors predetermined the results of threat prevention,
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showing the crucial necessity to recognize the variations of individual behaviors while
implementing security practices.
Recommendations for Future Research
Expansion of Personality Trait Analysis

In future studies, the Big Five personality model should be considered to give a more
detailed insight into personality factors reflected in business risk management and cybersecurity
behavior. Although, in the current study, the openness to experience variable was pursued, such
character traits as conscientiousness, agreeableness, extraversion, and neuroticism could also
influence security behaviors. Specifically, conscientiousness can exhibit high positive
correlations with security compliance, and neuroticism can affect risk perceptions and security
worry. Srabonee et al. (2025) also recommend research into the HEXACO personality model,
where an added personality dimension of honesty-humility is added. This characteristic can be of
special importance in the cloud and cybersecurity business landscape, where ethical actions and
integrity standards are essential to ensure security.
Cross-Cultural and Contextual Studies

Future research must examine the cultural dimensions that may link impulsivity,
personality characteristics, and behavior toward security issues. In their article, AL-Nuaimi
(2024) focuses on the context of cybersecurity studies and indicates that relationships found in
the present study could be significantly moderated by the cultural dimensions (individualism
versus collectivism, power distance, and uncertainty avoidance). Inter-industry comparisons also
prove instrumental in providing the idea of how the context of organizations affects behavioral
relationships. Although the current research was conducted on digital enterprises, some other

areas, namely healthcare, government, and educational sectors, can exhibit various streaks due to
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different regulations, risk tolerances, and organizational cultures. Future research must also
explore the relationships between business and technical job roles and the personality trait
differences contributing to cybersecurity behaviors that threaten data security and business
losses. Additionally, investigation of role-based training can shed light on enhancing engagement
and positive behaviors across all levels.
Longitudinal Behavioral Studies

Longitudinal research designs would contribute to defining causality and determining
how the relations between the variables under study could change over time. In those studies, it
would be possible to check whether those security training interventions perform the mechanism
of changing the effect of impulsivity on security behavior and whether the effect lasts a long
time. Moreover, longitudinal research projects may analyze how changes in technology and
emergent security threats affect the applicability of personality and behavior-based aspects in
online security situations.
Integration of Artificial Intelligence and Behavioral Analytics

Future research must explore how Generative Al and evolving Large Language Models
can be leveraged to detect and predict real-time impulsive security behaviors. Olabanji et al.
(2024) demonstrated the potential of Al-driven approaches in cloud security, suggesting that
behavioral analytics could be combined with personality assessments to develop proactive
security interventions. Al integration has potential to optimize cloud business process and
security procedures to improve data security. However, future studies must focus on ethical
decision-making while applying Al analytics in practice. Overall, organizational cultural

sensitivity investigation need attention to enrich academic scholarship.
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Practical Implications
Personalized Security Training Programs

The study results have important implications for designing the training sessions based on
individual personality differences (impulsivity and openness to experience). High-motor
impulsivity employees could benefit from learning self-regulation skills, mindfulness skills, and
decision-making procedures. To increase interest and understanding, training programs should
include interactive content, simulations that apply in the real world, and personal responses to
increase interaction. The outstanding play of individual information privacy as a mediator
implies that privacy awareness training is to be combined with the programs of impulsivity
management to gain the most efficiency.

Organizations should introduce well-calculated behavioral intervention plans that deal
with impulsive trends before they culminate in security infringements. Such solutions involve
live behavioral notifications, auto information of risks, and involuntary recession times of high-
security decisions. The prescriptive measures that continuously assist impulsive employees are
the mentorship programs between impulsive and security-minded colleagues. Repeated behavior
tests and personal feedback may assist employees in creating higher levels of self-recognition
and self-control. This research promoted the development of practical security guidance,
training, and policy enforcement tailored to the specific job roles to reduce human errors and
protect business security. The researcher proposed a simple questionnaire to serve as a structured
tool to evaluate the impulsive tendencies of the employees without requiring complex behavioral
assessments:

1. Do you take a decision ready made by you or somebody instantaneously?

2. How often at work do you take a risk without paying heed to the consequences?
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3. Are you constantly jumping from one task to another? How do you respond to a
problem?
4. Do you deal with it immediately or do you think about it?
5. Do you focus more on short-term results than long-term goals?
Organizations can integrate the above questions in evaluating employee behaviors to phishing
simulations to track patterns in impulsive decision-making and adjust security protocols
accordingly. Furthermore, human resource administrations can use these questions to identify
impulsive candidates, and the insights will help them make appropriate decisions to benefit the
business's performance.
Data Security Culture
The results reveal the essence of building organizational security cultures, considering
individual personality and behavioral differences. Organizations must abolish the one-size-fits-
all security policies and introduce fluid frameworks to fit the various personality types and
behavioral patterns. Training managers and security professionals about personality awareness
should be one of the sections of security culture practice so that they know how to take care of
individual disparities in security behavior. Periodic testing of culture is beneficial because
organizations can tell where personality issues are causing security weaknesses.
Integration of Technology and User Experience Design
Security technologies must also be creative, considering that personality characteristics
and impulsivity can affect user interactions. Security system user interfaces must also contain
behavioral nudges and decision support applications that lead impulsive users to make more
considered security choices. Adaptable security systems that will change their demands and cues

according to the profiles of particular individuals may improve security effectiveness and user
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satisfaction. These systems would be a significant step towards the security of human-centered
designs.

Theoretical Implications

Risk Propensity Model Enhancement

The results from the study were helpful in further elaborating and enhancing the model of
risk propensity in the context of cybersecurity. The finding of motor impulsivity as a
contributing factor in predicting individual behavior in cloud business and data security
management is empirical evidence that should be supported by including personality traits in the
current theories. Such integration is in conjunction with the shortcomings of the traditional
models used in the rational choice that suggest a homogeneous decision-making process. The
partial mediation effect of personal information privacy implies that the current models need to
include the various mechanisms of pathways to explain the behavioral outcomes. The interplay
between personality and environmental dimensions, as well as cognitive processes, should be
viewed in terms of how these interact to influence security behavior in the future, as far as
theoretical development is concerned.

By showing the relevance of individual differences when making decisions concerning
security, this study adds to the research on behavioral security, an area increasingly gaining
intellectual attention. The fact that openness to the experience provided a strong moderating
effect undermines the idea of the uniformity of reactions to security training and interventions. It
helps to develop more complex theoretical frameworks. The results show that it is possible to
refer to personality psychology, combining it with the theory of information security, opening up

possibilities for the interdisciplinary development of theories. Such intertwining might increase
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the number of predictive models for mitigating business risks, improving security behavior, and
more efficient forms of intervention.
Implications for Technology Acceptance Models

The findings from this study also have important implications for technology acceptance
models in cloud business and online data security landscapes. The fact that personality traits
(e.g., openness to experience) interact with motor, the relationship between impulsivity and
individual behavior, suggests that technology acceptance models should be expanded to include
impulsivity and individual difference variables in order to extend their predictive capabilities and
validity. This interaction of impulsivity and a security technology acceptance perspective
suggests that conventional theorizing has limitations when considering behavior in high-stakes
security contexts, as emotions and impulsive responses may override rational decision-making.
Limitations of the Study
Self-Report Measurement Limitations

The use of self-reported measures in the study poses the risk of having possible biases
that can invalidate the study results. Social desirability bias could have occurred in a way that
participants underreported the tendency to perform impulsively or overreported that tendency to
security consciousness. Furthermore, the self-report of the measures of the personality traits may
not address the richness of behavioral entries within real-life protection environments.
Behavioral response variations were due to changes in security threats, organizational policies, or
circumstances. Sparse literature may lead to overlooked confounding factors or alternative
explanations. Future studies need to or should integrate behavioral observation, physiological
measures, or experimental manipulation that will authorize the conclusions made on self-report

and give more objective determinations of the correlations of variables in the study.
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Generalizability Constraints

The study's limitations lay in the relevance of research outcomes to other forms of
organizations and cultural environments since the study focuses on digital enterprises in
particular geographical and cultural locations. Some relationships between personality traits and
security behavior may differ in industries, organizational cultures, and even the national context.
The generalizability of findings can also be affected by the nature of the sample, including the
demographic distributions and managerial roles. Future studies should evaluate the relationships
using various populations and settings to determine generalizability.
Time and Causal Restrictions

The study was cross-sectional. Thus, it does not allow for determining causal
relationships among variables. Although the proposed directional relationships rely on a
theoretical rationale, longitudinal studies would bring more evidence of causality. The study also
does not consider temporal behavior variations due to changes in security threats, organizational
policies, or circumstances. The relationships identified during the study might change depending
on these dynamic factors.
Measurement Scope Limitations

The researcher synthesized and interpreted the key findings of this research, focusing on
the relationships between motor impulsivity(predictor), personal information privacy (mediator),
openness to experience (moderator), and individual behavior (criterion) in cloud security
management. However, the study focused primarily on specific aspects of motor impulsivity,
openness to experience as one of the personality traits, and individual security behavior, which
may not capture the full range of relevant variables in cybersecurity contexts. Personality traits,

cognitive factors, and environmental variables may also be essential in determining security
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behavior. The outcome of individual behavior cannot be fully represented through self-reported
scales, and comprehensive behavioral construct assessments would rather provide enriched
descriptive insights into the practical implications.

Summary. The research findings on the effect of motor impulsivity on cloud security
individual behavior in digital enterprises that were analyzed comprehensively appear in Chapter
Five. The statistical results confirmed the key relationships in all the hypotheses tested: that
motor impulsivity negatively influenced individual behavior, personal information privacy
partially moderated this relationship, and openness to experience significantly mediated the
influence of motor impulsivity on individual behavior. Interpretation of results puts these
findings into the perspective of the literature in the field, pointing out similarities and exceptional
contributions to the field of study. The study results correspond to well-developed research
directions on impulsivity in cybersecurity and introduce new information on mediating and
moderating processes that shape the connection between variables.

Future research recommendations are related to the increased analysis of personality
traits, cross-cultural research, longitudinal studies, and the incorporation of Al methods. These
suggestions serve as precise guidelines on how to make achievements in the conduct of studies
regarding behavioral cybersecurity. The practical implications of the study rest on the emphasis
on the need to design individual security interventions, adopt approaches to behavioral
management, and promote individual-based security cultures in organizations. These
implications give practical directions to organizations to improve their effectiveness in protecting
themselves from business risks and data breaches using human-oriented initiatives. The
theoretical implications contribute to the advancement of behavioral security theory by

presenting the significance of personality factors to the security-related decision-making process
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and the justification to integrate behavioral and technology acceptance theories with information
security-related frameworks.
Conclusion

This study was insightful regarding complicated issues between motor impulsivity,
openness to experience personality traits, and individual behavior in digital businesses and data
security management. The outstanding results of all hypotheses prove that the variability of
individuals is essential in shaping patterns of cybersecurity behavior. The inverse motor
impulsivity security behavior, the incomplete mediating effect of personal information privacy,
and the facilitating moderating effect of openness to experience in valuing the division into
behavioral dimensions consideration in cloud business and data security management.

The research implications are not limited to academic learning. Instead, it will be used in
practice in organizations' security management. The results allow for building individual security
solutions based on the differences in personality and behavior. This knowledge can enable
organizations to develop more efficient training, specific behavioral interventions, and security
cultures related to different personality types. The study findings were another gateway to
control insider threats, eventually improving business performance and steering towards a data-
driven culture. The theoretical implications of the research are to build knowledge in behavioral
security involving the combination of personality and information security theory. Such
integration enables a starting point for framing more advanced security behavior models to
anticipate and describe individual variations in security-related decision-making accurately.

The practical implications insist on the necessity of organizations to shift away from
blind, standard patterns in the formulation of the means of securing their organizations to be

more distant, personality-based solutions. Creating assessment tools, personal training programs,
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and adaptive security systems are all significant opportunities for better organizational security
postures. These findings require follow-up studies in the future in terms of expanding the domain
of analysis of personality traits, the cross-cultural study, the use of long-term research, and the
quest to integrate artificial intelligence into behavioral security. These research areas will also
help to gain better insights into the role of human factors in cybersecurity and help develop more
successful security management practices.

A commitment to study limitations helped to give insight into the range and limitations of
the findings, and the conclusion is analyzed to render the most important contributions and
significance to business continuity, mitigate data breaches, and practice cybersecurity
management. The discussion in the chapter illustrated that getting into the particularities of
individual differences in personality and behavior was key to avoiding business risks and
productive cybersecurity management in modern digital enterprises. Possible conclusions that
can be drawn about this study were the significance of managing motor impulsivity in security
education and treatment, the usefulness of integrating the privacy awareness component in
business strategies, security behavioral treatment programs, and the importance of developing
security strategies that are differentiated according to the personality characteristics of
individuals. The insights are valuable insights into how human factors work and how they can be
controlled in the cybersecurity business, as well as both theory and practice about the

effectiveness of an organization's security.
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Appendix B: Survey Questions

A

FRAN

Kl

AN
11

Quantitative Research Study — Qualtrics Survey Template

Ql. Informed Consent

Welcome to the research study!

We are interested in understanding impulsiveness and cloud security behavior. You will be presented with information relevant to Big Five personality traits,
personal information privacy, and cyber security and asked to answer some questions about it. Please be assured that your responses will be kept completely
confidential.

The study should take you around 10 minutes to complete, and you will receive ten dollars’ worth of airline miles, gift cards, redeemable points, charitable
donations, sweepstakes entrance, and vouchers for your participation. Your participation in this research is voluntary. You have the right to withdraw at any point
during the study, for any reason, and without any prejudice. If you would like to contact the Principal Investigator in the study to discuss this research, please e-
mail kothapOl@email.franklin.edu.

By clicking the button below, you acknowledge that your participation in the study is voluntary, you are 18 years of age, and that you are aware that you may
choose to terminate your participation in the study at any time and for any reason.

Please note that this survey will be best displayed on a laptop or desktop computer. Some features may be less compatible for use on a mobile device.

(O | consent, begin the study

(O 1do not consent, 1 do not wish to participate

Q2. How old are you?

18-24 years old
25-34 years old
35-44 years old
45-54 years old
55-64 years old
65+ years old

O O O O O O

Q3. How do you describe yourself?

Male

Female
Non-binary/third gender
Prefer to self-describe

o O O O

o Prefer not to say
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Quantitative Research Study — Qualtrics Survey Template

Q4. How long have you worked in cloud or cyber security industry?

less than a year
1-5 years

5-10 years

10 years +

OO O O O

Q5. How long have you worked in cloud or cyber security industry?

Business executive

L.T. executive

Business manager

LT. manager

Cloud business and data security analyst
Cloud business and data security architect
Cloud business and data security engineer
Other

O 0O O O O O O O

Q6. I see myself as someone who...? Please indicate the extent to which you agree or disagree
with each statement by selecting the number that corresponds to your response on the scale
between 1 — 5 where 1 was “strongly disagree” and 5 “strongly agree” with each item?

1. Strongly Disagree 2. Disagree a little 3. Neither agree nor disagree 4. Agree a little 5. Strongly agree
...Is extraverted, enthusiastic
...Is critical, quarrelsome
...dependable, self-disciplined
...Is anxious, easily upset
...open to new experiences, complex
...Is reserved, quite
...Is sympathetic, warm
...is disorganized, careless
...Is calm, emotionally stable

...Iis conventional, uncreative
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Q7. From the standpoint of personal privacy, please indicate the extent to which you, as an
individual, agree or disagree with each statement. Please indicate the extent to which you agree
or disagree with each statement by selecting the number that corresponds to your response on the
scale between 1 — 5 where 1 was “strongly disagree” and 5 “strongly agree” with each item

1. Strongly Disagree 2. Disagree a little 3. Neither agree nor disagree 4. Agree z little 5. Strongly agree

As an employee you should be concerned about

data privacy and security

I think twice about providing my personal information
to the external systems

| share less information with apps and services

| do not remove unused mobile apps and browser
extensions

| do not ignore software or operating system updates

Q8. How often do you read privacy policies before agreeing to them?

o Always
o Sometimes
o Never

Q9. How often do you read privacy policies before agreeing to them?

Use strong passwords

Enable two-factor authentication

Regularly updated software

Use a VPN

Tighten privacy settings on personal social media accounts
None of the above

O O O O O O

Q10. How confident are you that companies protect your personal information adequately?

o Very confident
o Somewhat confident
o Not confident



160

Quantitative Research Study — Qualtrics Survey Template

Q11. Do you think government regulations on data privacy are sufficient?

o Yes
o No
o Not sure

Q12. Have you ever been notified of a data breach involving your personal information?

o Yes
o No

Q13. How do you feel when targeted ads are based on your online activity?

o Comfortable
o Annoyed
o Concerned

Q14. How clear and understandable do you find the privacy policies of the cloud services you
use?

o Very clear
o Somewhat clear
o Not clear

Q15. How clearly and understandable do you find malicious, negligent, and compromised
insiders cause potential risk to cyber security?

o Very clear
o Somewhat clear
o Not clear

Q16. How do you rate yourself with impulsive data sharing? Please indicate the extent to which
you agree or disagree with each statement by selecting the number that corresponds to your
response on the scale between 1 — 4 where 1 was “Never” and 4 “Always” with each item
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1. Never 2. Rarely 3. Almost always 4, Always
1 do things without thinking @] O O @]
1 say things without thinking @] O O O
1 act “on impulse” O O O @]
1 act on the spur of the moment O O O O

A

FRANKLIN

NIVERSITY Quantitative Research Study — Qualtrics Survey Template

Q17. How often do you behave like this in your workplace? Please indicate the extent to which
you agree or disagree with each statement by selecting the number that corresponds to your
response on the scale between 1 — 5 where 1 was “Always” and 5 “Never” with each item.

1. Always 2. Very Frequently 3. Occassionally 4. Rarely 5. Never

1 lock my computer if | leave it unattended O O ] o o]
| share my personal password with others O O (@) O (@)
| use passwords that are at least 10 characters long (@] (@] O O @]
I open the files that are attached to received e-mails,

without any hesitation © © © © ©
If the e-mail seems legitimate. | click on the included

links without hesitation o o © o ©
1 put effort into educating myself in cybersecurity ta

understand which e-mails are secure o o ° o °
In my work computer | use software that originates

from unofficial sources © © © © ©
I download files to my work computer only from legal

sources © © © © ©
At my workplace. 1 visit web sites that are not o o o o o

connected to my work

1 spend a part of my working time on social
networking sites (doing activities not related to my

0]
0]
0]
0]
0]

work)
I click on links in social networking sites even if | am
‘ e o o o o o

not sure that these links are safe enough to open
| consider the negative consequences (towards my
job) before | post anything on social networking web @] @] o o @]
sites
If | see a stranger at work, then | find out his/her

e o o o o o

purpose of visiting

| report unethical behavior of my colleagues (e.g.

downloading illegal software, playing games during (@] (@] Q (@] Q
working hours, ignoring safety rules)

I share the information about all security incidents

that happen to my work computer, with persons ] @] (o] o] O
concerned

I leave my personal electronic devices (such as

mobile phone or tablet computer) unattended o © © © ©
I use VPN when working remotely (@] (@] Q (@] Q
| check work related email from public internet areas ] @] (o] o] O

| follow special procedures when disposing of
sensitive documents to ensure that they cannot be (@] @] (@) @] @]
read by third parties

I use USB devices without investigating whether the
devices are infected by malware or not

| keep my work-related files encrypted (even on the
external memory drives)

End of Survey
We thank you for your time spent taking this survey.

Your response has been recorded.
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Appendix C: Data Analysis
Figure 11

Summary Statistics

Variable Label Mean | StdDev | Minimum = Matimum | Median N MMiss | StdEmor  Variance |  Mode  Skewness | Kurtosis

Matarimpulsiviy Motormpulsivty 20133333 D.B0TGT4 | 10000000 | 37500000 20000000 | 150 0 00383519 04763311 20000000 06826828 | 0.1006833
Opennessiobuperience  Openvesstobxperience 2402887 | 04008241 26000000 48000000 | 3.3000000 180 0 00382428 | 02300806 31000000 06715288 0152640
Persanalinformation®rivacy | PersanalinformatonPrivacy | 30813333 | 05208837 20000000 50000000 | 4.0000000 150 0 00432043 | 02807767 42000000 -DE570884 D.E03I6ME
IndividualBenavior IngividualBehavior 28752301 DIGTEI0 14781005 | 2.967M20 20761905 | 150 0 00423660 02601160 20047810 -0.0487057 | 0.0817532
MIQEP MIQEP 6.0400000 20012428 | 26000000 | 18.4750000 | 6.3000000 | 10 0 0244240 BJTSI3 82000000 13738082 17TT2M60

0

MIRIP MR T.T320867 | 28304180 2.8000000 | 17.2500000  7.3500000 | 150 02317558 | S0566103 | 42000000 1.0068451 13084070

Note. The interaction variables are MI*OEP and MI*PIP.



Figure 12

SAS Output for Reliability Analysis

Cronbach Coefficient Alpha

Variables

Raw

Standardized

Alpha
087552
0836157

Cronbach Coefficient Alpha with Deleted Variable
Standardized Variables

Deleted
Variable

ai

Q2

Q3

Q4

Q5

Q&

Q7

Qs

Q3

Q10
Qi
Q12
Qi3
Q14
Q15
Qis
Q17
Qs
Qis
Q20
Q21
Q22
Q23
Q24
Q25
Q2s
Q27
Q23
Q23
Q30
Q34
Q32
Q33
Q34
Q35
Q36
Q37

Raw Variables

Correlation
with Total

0.042170
0257137
-07e051
0450107
0141701
0.120035
- 0748
0417002
- 043201
0.325337
0174300
0241138
0.400731
0421751
0.22e271
0174300
0241138
0400731
0421751
0326271
0174300
0241138
0.400721
0241138
0.400721
0.421751
0.326271
0174200
0241138
0.408731
0241128
0421751
0.22e271
0174300
0241138
0.400731
0421751

Alpha
0.831818
0.870011
0.gg201E
0.875212
0.870555
0.830605
0.832030
0.876116
0.831585
0.8778681
0.878184
0.878547
0.876345
0.876018
0.877548
0.878184
0.878547
0.87G345
0.878018
0.877548
0.878184
0.878547
0.876245
0.878547
0.876245
0.878018
0.877548
0.879104
0.878547
0.876245
0.873547
0.878018
0.877548
0.879184
0.872547
0.876345
0.876018

Correlation
with Total

0.044458
0.232742

-.078088
0.433062
0152632
0.004402

-.080928
0385832

-.053474
0.305532
0.213625
0.278836
0.393175
10.325785
0.278268
0.213625
0.278838
0.303175
0.325785
0.278268
0.213625
0.278836
0.393175
0.278836
0.393175
0325705
0.278268
0.213625
0.278536
0.393175
0.270826
0.325785
0.278268
0.213825
0.278238
0.393175
0.325785

Alpha
0.387878
0.385471
0.2E0081
0.383024
0286414
0287084
0389124
0.283651
0335808
0.354800
0.385887
0354813
0.283553
03834358
0.284056
02835887
0334013
0.283582
0384352
0.354056
0.385887
0354813
0.283583
0354813
0.283583
0.284388
0.3540858
0.2e5887
03534813
0.333553
0234813
0334358
0.284056
0285887
0.284013
0.283553
0.334358

Label

Q38
o9
G40
a1
Qaz
L B ]
Qa4
Q45
Qa6
Q4T
43
49
G50
Q51
Q52
a5z
Q54
Qss
Q58
QsT
Q53
Q59
Qe
Qe
QE2
QE3

0326271
0.4568560
0451508
0413731
0.447538
0456560
0.451508
0.409721
0.421751
0.326271
0_456560
0.451508
0412731
0447538
0.456560
0451508
0.4127381
0.447538
0.451508
0412731
0.447535
0_456560
0.451508
- 112045
- 3z4azs56
- OTETT4

Note. Cronbach’s a > 0.70 was acceptable for each question.

OBT7545
QBTE35Z
OBTE187T
OETEO1T
O.BTE452
DETEEES
O.87TE18T
O.BTE345
o.E7TE01E
QBT 7548
OBTE353
O.BTE187T
OBTER1T
OETE452
D.EBTE353
OBTE187T
Q87T
O.BTE452
Q876167
O.BTER1T
Q.ETE452
OBTE353
QBTE18T
O.E23443
D.E26410
OBE3ETO

0278268
0.512048
0507074
041543
0.500164
0512048
0.507074
0.292175
0.325795
0.278268
0.512048
0.507074
0451543
0.5001684
0.512048
0507074
D.4518432
0.500164
0.507074
0.451843
0.500154
0.512048
0.507074
- 1ZE097
-.212048

-.0O35650

0354856
o.a82131
oasz1a1
oaszTIe
0.882275
o.asz131
o.2sz191
0.283563
0.254368
0.284256
0.as2131
o.2sz191
0852738
0.a823TE
o.282131
o.asz1a1
0.282728
0.882275
o.282191
0.282738
0.382275
0.as2131
o.asz181
0880530
o.an1837
0.88aZT0o

163
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Figure 13

SAS Output Principal Component Analysis

The FACTOR Procedure
Initial Factor Method: Principal Components

Prier Communality Estimates: ONE

Eigenvalues of the Correlation Maftrix: Total = 63 Average = 1

Eigenvalue | Difference  Proportion | Cumulative

1 1789723488 | B.4451012 0.28532 0.2852

2 05272457 | 322242383 0.1512 0.4355

3 530200538 | 006034241 01000 0.5355

4 56845817 1.1887525 0.0204 0.6269

] 45058282  0.7182810 0.0715 0.G885

] A.TETHEE2 11721800 0.0801 0.7586

T 25153782 | 07191382 0.0415 0.8001

8 1.3861821 02844372 0.0301 0.8302

L 1.6017548 01176754 0.0254 0.2556
10 1.4840784 03725330 0.0236 0.8782
11 1.1114884 | 00997026 0.0176 05052
12 1.0117838 | 0.0443120 0.0181 0.8122
13 025745818 | 01545242 0.0154 08282
14 03128577 01157721 0.0122 02411
15 068718556 | 0Q.0T723760 PR n.e52z2
16 06248085 0.0740015 0.00a2 0.9821
17 05508081 0.0601352 0.0087 0.8702
18 D4e0Ez2z | 00774713 0.0073 08787
15 041231504 | 0.0487288 0.0066 0.9852
20 0.3533518 | 0.0504385 0.0053 0.8810
21 0.3128152 | 0.0574700 0.0050 0.9852
22 02554452 025544532 0.0041 1.0000
23 00000000 | 0.0000000 0.0000 1.0000
24 0.0000000 | 0.0000000 0.0000 1.0000
25 00000000 | 00000000 0.0000 1.0000
26 00000000 | 0.0000000 0.0000 1.0000
27 00000000 | Q.00CO000 0.0000 1.0000
28 00000000 | 0.0000000 0.0000 1.0000
25 0.0000000 | 0.0000000 0.0000 1.0000
30 00000000 | 0.0000000 0.0000 1.0000

Note. Components with Eigenvalues > 1 were meaningful and retained.
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Figure 14

SAS PCA Output Scree Plots

12 factors will be retained by the MINEIGEN criterion.

Scree Plot of Eigenvalues
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Note. Components with Eigenvalues > 1 were meaningful and retained and a flat line observed

after the elbow point.
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Figure 15

Individual Behavior (outcome variable) Box-Cox Transformation

Variable: IndividualBehavior_BoxCox

Moments
N 420 | Sum Weights 420
Mean 7.08500828 | Sum Observations 2967.3028
Std Deviation 0.79152572 WVariance 0.82851297
Skewness 01075278 | Kurtosis -0.2314545
Uncorrected 55 | 212265385 Comected 55 282508835
Coeff Variation 11.2024533 = 5td Error Mean 0.0358225

Basic Statistical Measures

Location Varability
Mean T.065008 | 5td Deviation 0.79153
Median | 7.020712 Variance 0.62651
Mode G.828485 | Range 4.41027

Interquartile Range = 1.11174

Note: The mode displayed is the smallest of 2 modes with a count of 16.

Tests for Location: Mul=0
Test Statistic p Value
Student's t t | 182.8247 Pr= <0001
Sign M 210 | Pr==|M] | <.0001
Signed Rank | 5 44206 | Pr==|5] | <.0001

Tests for Hormality

Test Statistic p Value

Shapiro-Wilk Lid 0.925588 Pr=W 0.5209
Kolmogorov-Smirmov | D 0.03321 | Pr=D 0.1385
Cramer-von Mises W-5q 0.028171 | Pr= W-5q  =0.2500
Anderson-Darling A-5q | 0.355428 | Pr> A-5q | =0.2500

Note. Statistical normality assumption was met as Shapiro-Wilk p> .001.



Figure 16

Motor Impulsivity (dependent variable) Box-Cox Transformation

Variable: Motorimpulsivity BoxCox

Moments
L] 420 | Sum Weights
Mean Z2.89715084  Sum DObservations

Std Deviation 4.07870734
Skewness 0.050841208
Uncorrected 55 | 223585.383
Coeff Variation | 177487220

Variance
Kurtosis
Comected 55
5td Error Mean

Basic Statistical Measures

Location

Variability

420
2543 07450
16.6185428
-0.2828521
G8G3.5854
0.129392205

Mean 22971681  5td Deviation
Median | 2260528 Variance
Mode 2212187  Range

407671
168.61954
2288227

Interquartile Range 5. 78068

Note: The mode displayed is the smallest of 2 modes with a count of 16.

Tests for Location: Mul=0

Test Statistic

p Value

Student's t t 115.4782 | Pr =[] =.0001

Sign M 210 | Pre=|M| | <.0001

Signed Rank | & 44205 | Pr==|§] | <0001

Tests for Mormality

Test Statistic

Shapiro-Wilk L 0985787
Kolmogorov-Smirnov | D 0042043
Cramer-von Mises W-5q 0.054350
Anderson-Darling A-5q | 0385101

p Value
Pr=W 0.5778
Fr=D 0.0589
Pr=W-5q | =0.2500
Pr=A-5q | =0.2500

Note. Statistical normality assumption was met as Shapiro-Wilk p>.001.

167



Figure 17

Openness to Experience (moderator variable) Box-Cox Transformation

Wariable: OpennessToExp_BoxCox

Moments
N 420 | Sum Weights 420
Mean 50.5323774 | Sum Observations | 21225 5385
Std Deviation 11.1470281 | Variance 124. 278258
Skewness 0.18325945  Kurtosis -0.2832402
Uncorrected 55 | 112484779 Corrected 55 52071.7514
Coeff Variation | Z2.0578015 | 5td Error Mean 0.54388308

Note: The mode displayed is the smallest of 2 modes with a count of 16.

Basic Statistical Measures

Location Variability
Mean 50.52038  5td Deviation 11.14702
Median 4822041 | Variance 12427625
Mode 47.87825 Range 61. 78034

Interquartile Range 15.78873

Tests fior Location: Mul=0
Test Statistic p Value
Student's t t | 8280857 Pr=|Y <0001
Sign M 210 | Pr==|M| | <.0001
Signed Rank | 5 44206 | Pr==|5] | <0001

Tests for Mormality

Test Statistic p Value

Shapiro-Wilk L 0.024357  Pr=W 0.1752
Kolmogorov-3mirmov | D 0051745 | Pr=D =0.0100
Cramer-von Mises W-5q | 0.028037 Pr=W-5q 01184
Anderson-Darling A-5q | 0.528338 Pr=A-5g 0.1236

Note. Statistical normality assumption was met as Shapiro-Wilk p>.001.
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Figure 18

Personal Information Privacy (mediator variable) Box-Cox Transformation

Wariable: PersonalinfPrivacy_BoxCox

Moments
H 420 | Sum Weights 420
Mean 322703817 | Sum Observations | 135535545
5td Deviation 0.21861245 | Variance 0047714
Skewness -1LZ298632 | Kurtosis -0.13E829328
Uncorrected 55 | 4383.831200 | Corrected 55 20.0245878
Coeff Variation | 6.77428708  5td Error Mean 00108572

Basic Statistical Measures

Location Variahility

Mean 23227038  5td Deviation
Median | 2.218780 Variance
Mode 3183802  Range

Interguartile Range

Mote: The mode displayed is the smallest of 2 modes with a count of 16.

Tests for Location: Mul=0

021861
0.04778
1.22660
0.30436

Test Statistic p Value

Student's t t | 3025180  Pr=[Y <0001

Sign M 210 | Pr==|M| | <0001

Signed Rank | 5 44205 | Pr==|5] | <0001

Tests for Hormality

Test Statistic p Value
Shapiro-Wilk Lid 0.994266 Pr=W 0.1185
Kolmogorov-5Smirmmov | D 0044245 | Pr=D 00445
Cramer-von Mises W-5q 0.0234701 | Pr= W-5q  0.1385
Anderson-Daring A-5q 0534132 | Pr= A-5q  0.1785

Note. Statistical normality assumption was met as Shapiro-Wilk p> .001.
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Figure 19

SPSS Output of Linear Regression to test Multicollinearity

Model Summary”
Adjusted B St Error of the

170

Madel R R Square Square Estimate Durhin-Watson
1 327¢ A07 088 49532558198 2167
a. Predictors: (Constant), MIPIP, MIOEP, MI
b. DependentVariable: 1B
ANOVA?
Sum of
Model Squares df Mean Square F Sig.
1 Regression 4277 3 1.426 5811 =001"
Residual 35.821 146 245
Total 40.0598 149
a. Dependent¥ariable: 1B
b. Predictors: (Constant), MIPIP, MIDEPR, MI
Coefficients”
Standardized
Unstandardized Coefficients Coefficients Collinearity Statistics
Model B Std. Error Eeta 1 Sig. Tolerance VIF
1 (Constant) 3334 131 25500 =001
Ml -114 A4 - 152 -.809 420 74 5753
MIOEP -.009 015 - 0&2 -.G36 526 820 1.087
MIPIP -.030 034 - 164 -.872 385 73 5769

a. DependentVariable: 1B

Note. VIF values of MI, MI*OEP, MI*PIP VIF values were less than 10 and Tolerance is greater

than 0.1.



Figure 20

SPSS Data View with Predictor and Residual Values

171

#Eile Edit View Data Transform  Analyze Graphs  Utilities  Extensions  Window  Help

mHE 0 v >

¥~

-

B AEE

J = 3
14 |
3 & OEP & PIP & W &8 & PRE_1 & RES_1 var
1 26 2.0 2.50| 3.80052 3.05794 75158
{ 2 4.0 42 2.25| 3.00000 2.62033 37967
{ 3 35 45 1.25|2.38095 2.97895 - 59800
{1 4 | 3.1 38 2.00| 2.56667 2.95903 -32236
5 2.9 4.0 150|2.57143 3.14970 - 57828
B 3.1 3.0 2.00| 3.28571 2.97339 31233
17 34 43 2.00| 3.19048 2.89678 29370
1B 32 4.0 2.00| 3.19048 2.95567 23481
19 44 45 1.25|3.09524 2.54355 45169
410 27 42 1.00| 2.66667 3.31038 - 54371
01 15 16 225271429 279493 - 08065
4 12 16 44 2.25 3.51905 277331 84574
413 44 44 1.50| 2.00000 259852 - 59852
4 14 34 38 2.00/3.33333 2.87723 45611
15 35 42 3.00| 2.76190 2.68331 07859
< 16 3.1 4.0 1,50 3.28571 3.07517 21054
|7 3.1 38 2.00| 3.14286 2.95903 15383
4 18 38 42 150 1.61905 2.81821 -1.19916
1 19 38 34 2.00| 1.95238 272034 - 76796
< 20 32 16 2,25 2.95238 2.90673 04565
21 3.1 3.0 2.50| 3.00000 2.89115 10885
1 22 33 4.0 2.00| 2.95238 2.91840 03398

Note. Predictors: (Constant), PIP, OEP, and MI; Dependent Variable: IB.




Figure 21

SPSS Computation of Squared Residuals

@ Compute Variable

Target Variable: MNumeric Expression:
|res_squared | = FRES_1"RES_1

+
| B R BN RSN
Aviwetl B I B | E) N [ IEN N
BRI EN

L le Lo 0]

[ [ J[o] [ veme |

(optional case selection condition)

’

-| Paste | | Reset | |Cance|| | Help |

Function group:

" -~
Arithmetic

CDF & Moncentral CDF
Conversion

Current Date/Time

Date Arithmetic

Date Creation |

Functions and Special Variables:
FCasenum IE‘
FDate

FDate11

fJDate

$Sysmis

ETime

Abs

Any

Applymodel

Arsin >|

Filter by: []Include description

@ *Untitled24 [DataSet7] - IBM SPSS Statistics Data Editor

File Edit View Data Transform Analyze Graphs Utilities Extensions Window Help

HeLexFLZF AR

{od@fE

Q_Search application

Visible: 7 of 7 Variabl¢

& oep &rp Fu A & PRE_1 FRES 1 res_squared

var var var var var var var

1 26 20 250/ 3.80852381000 3.05794 75159 56
2 40 42 225|3.00 262033 37967 14
3 35 46 1.25)2.38095238100 2.97895 -59800 36
4 31 38 200/ 2 BBBBEBEATO0 298903 - 32236 10
5 29 40 1.50] 2.57142857100 3.14970 -57828 33
3 31 30 200| 328571428600 297339 31233 10
7 34 48 2.00| 3.19047619000 289678 29370 09
8 32 40 2.00| 3.19047619000 2.95567 23481 06
9 44 46 1.25) 3.09523809500 264355 45169 20
10 27 42 1.00] 2.66666666700 3.31038 -64371 4
" 35 36 225| 271428571400 270493 - 08085 01
12 36 44 225 3.61904761900 277341 84574, 72
13 44 44 150) 2.00C 250852 - 58852 36
14 34 38 2.00| 3.33333333300 287723 45611 21
15 35 42 3.00] 276190476200 268331 07859 01
16 31 40 1.50] 3.28571428600 3.07517 21054 04
17 31 38 2.00| 3.14285714200 298903 15383 02
18 38 42 1.50] 1.61804761900 281821 -1.19916 144
19 38 34 2.00| 1.95238095200 272034 - 76796 59
20 32 36 225| 295238095200 290673 04585 00
21 31 3.0 250/ 3.00000000000 289115 10885 01

33 40 200| 295238095200 291840 03398 00

Note. Predictors: (Constant), PIP, OEP, and MI; Dependent Variable: IB.
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Figure 22

SPSS Output ANOVA Homoscedasticity

Model Summary®

173

Adjusted B Std. Error of the
Model R R Square Square Estimate Durhin-Watson
1 182°8 033 013 35220 1.846
a. Predictors: (Constant), MIPIP, MICEFR, MI
b. DependentVariable: res_squared
ANOVA?
Sum of
Model Squares df Mean Square F Sig.
1 Regression 620 3 207 1.667 177t
Residual 18111 146 124
Tatal 18,731 1449
a. Dependent Variable: res_squared
b. Predictors: (Constant), MIPIP, MICEFR, MI
Coefficients®
Standardized
LUnstandardized Coefficients Coefficients Collinearity Statistics
Madel B Std. Error Beta 1 Sig. Tolerance WIF
1 (Constant) 147 083 1.5749 16
il 106 100 206 1.057 282 74 5753
MIQEP 016 011 126 1.483 140 820 1.087
MIPIP - 015 024 -122 -.625 533 173 5769

a. Dependent Variable: res_squared

Note. ANOVA p-value >0.05 indicated homoscedasticity normality assumption was met.



Figure 23

Mediation Analysis — Independent and Mediator predicting the outcome

Bun MATRIX procedure:

KA LEEKNNK A NN LN NN N NN, PROCESS Procedure

Written by Andrew F. Hawves,
Documentation availakle in Hawyes (2022).

or SPSS WVersion 4.2 SE N hkw ok ok ok ok ok ok ok ok ok ko

Ph.D. wWiww . afhayes.com

www.guilford. com/p/hayes3

R R R

Model 4
bl : IB
pd : MT
M : PIP
Sample

Size: 150

e  E R R R R R R R R R R

OUTCOME VARILBLE:
EIF

Model Summary

B B—-s3g
22T L0515
Model
coeff
constant 2.8103
MT —.2134

Standardized coefficients

coeff
MT —.22749

R R b S AR SR SR T U Y

OUTCOME VARIABLE:
IB

Model Summary

R B—sqg
L2781 LOTT3
Model
coeff
constant 5.8281
MT —.30683
EIF —.5344

Standardized coefficients

coeff
MT —.1l&626
BIP —. 2657

3641

se

1413
L0745

1.4435

a3e

.53582
-1532
-1637

10.
—-1.
—-3.

o

F dfl dfz
1.0000 1l48.0000

t = LLCT
9449 L0000 2.5311
473 L0050 —.3615

B
- 0050

ULCT
3.0894
—.0853

e R R S i U R R S i SR S i S

F dsl d£z
6.1601 2.0000 147.0000
t T LLC
z09s L0000 4.7626
LT .0475 —. 6092
2649 .0014 —.8578

Q027

ULCT
6.3936
—.0035
-.210%

Note. Both models are significant (p<.05) and MI = motor impulsivity; PIP = personal

information privacy; IB = individual behavior.
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Figure 24

Boot Strap Procedure

KAk AN RN AN N N TOTAL, DIRECT, AND INDIRECT EFFECTIS OF X ON ¥ A% awwdwddddhhs

Total effect of X on ¥
Effect 3e T P LLCI TLCI c_c3
-.19823 L1540 -1.24584@ L2138 -. 49648 L1120 -.1021

Direct effect of X on Y
Effect se T o] LLCI TLCI c' c3
-.3063 .1532 -1.9988 .0475 -.6092 -.0035 -.1626

il

Indirect effect(s) of X on ¥:
Effect BootSE BootLLCT BootULCT
EIFP L1140 .0532 .0289 L2332

Completely standardized indirect effect(s) of X on Y:
Effect BootSE BootLLCT BootULCT
PIP L0805 L0273 L0154 L1205

KhEEEXRRRRKKKKKNLLLAXNY ANATYSIS NOTES AND ERBORS S5 444k khhhhhdddhk A A A Ak k%

Level of confidence for all confidence intervals in cutput:
95.0000

Humber of bootstrap samples for percentile bootstrap confidence intervals:
5000

Note. Indirect effect = MI —P> 1B (controlling PIP)
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Figure 25

Moderation Analysis — Predictor and Moderator Model Significance

R R R R R R R R R R R R R R R

Model 1

¥ : IB

¥ @ MI

W : OEP
Sample

Size: 130
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OUTCOME VARIZBLE:
IB

Model Summary

23 B-s3qg MSE F dfl df£z2 P
. T455 .5564 §.5195 §1.0501 3.0000 l4g.0000 L0000
Model

coeff s3e T 2] LLCT ULCT
constant £.0147 . 2085 28.8423 L0000 5.8025 £.4268
MI » 2630 .0205 12,8492 L0000 2226 . 3035
OEP -.0008 L0003 -2.9249 L0033 -.0014 -.0003
Int_1 L0001 L0000 2.4582 L0151 L0000 L0001

Product terms key:
Int_1 : MI x OEP

Test({s) of highest order unconditional interaction(s):

RZ—chng F dfl d£2 =3

HYW L0184 6.0427 1.0000 l46.0000 .0151
Focal predict: MI ()
Mod war: OQEP (W)

Conditional effects of the focal predictor at wvaluss of the moderator(s):

OEP Effect 3e t =] LLCT ULCT
—887.7267 »2177 .0203 10.7358 L0000 L1776 .2578
L0000 ~ 2630 .0205 12.84582 L0000 L2226 . 3035
287.7267 .~ 3083 0332 9.2738 L0000 L2428 . 3740
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Lewel of confidence for all confidence intervals in ocutput:
45,0000

W wvalues in conditional tables are the mean and +/- 5D from the mean.

HOTE: The following wvariables were mean centered prior to analysis:
OEP MI

Note: Adjusted AR? variance = 2% after the interaction with significance (p<.05); Int_1 =

MI*OEP.
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Appendix D: Program Outcome Measures

This dissertation met the Doctorate of Business Administration (DBA) Program Outcomes
as outlined by Franklin University by fulfilling all essential components required for a business-

focused doctoral dissertation.

BSADDI1: Perform scholarly research and composition essential for the production of a

business-focused doctoral dissertation

BSADD2: Apply and integrate current research and scholarly-based literature

contributing to a significant field of business administration

BSADDS: Interpret and explain scholarly-based leadership, cultural, systems-thinking,

and organizational change theoretical underpinnings essential for business effectiveness

BSADDG: Design and defend scholarly research that contributes to the professional body

of knowledge for effective business

The doctoral candidate demonstrated the ability to perform scholarly research and composition,
through the rigorous investigation the research situated itself within the broader academic
discourse, contributing valuable insights and extending the existing knowledge base. Integrating
diverse sources and perspectives underscores the candidate's ability to critically engage with and

synthesize scholarly literature to support their arguments and findings.



	kothapalli draft 5.pdf
	Abstract
	Dedication
	Acknowledgments
	Chapter 1: Introduction
	Background of the Study
	Statement of the Problem
	Purpose of the Study
	Significance of the Study
	Research Questions
	Hypotheses
	Assumptions
	Definitions of Terms
	Organization of the Dissertation

	Chapter 2: Literature Review
	The purpose of this study was to investigate the direct impact of motor impulsivity on individual behavior, to the extent to which openness to experience, a Big Five personality trait, moderated the relationship between motor impulsivity and individu...
	The literature review involved an in depth study on impulsivity, privacy concerns, Big Five personality traits (openness to experience), and their importance in explaining human factors impacting cloud computing and information security in the cloud b...
	Literature Search Strategy
	Theoretical Framework
	RPM Application and Framework
	Conceptual Framework
	Review of the Key Literature
	Impulsivity and Individual Behaviors
	Summary. In this section of the literature review, I presented the influence of impulsivity on individual behavior in cloud business and data security management. Specifically, I concentrated on how a personal psychological trait, such as the motor im...
	Impulsivity and Privacy Influence on Human Behaviors
	Impulsivity and Privacy Concerns
	Human Factors and Privacy Concerns
	Summary. In this literature review section, I explored the theme of impulsivity and concern for privacy, as antecedents of human behaviors in cloud business and data security roles, and addressed the sub-themes of 1) Impulsivity and concern for privac...
	Impulsivity, Personality, and Individual Behavior Relationships
	Impulsivity and Personality
	Impulsivity and Poor Behavior Controls

	Operationalization of the Study Variables
	Summary. This part of the literature review focused on impulsivity, personality, and human behavior in organizational cloud business and cloud data security, with an emphasis on two main sub-themes: (1) impulsivity, personality, and human behavior, an...
	One of the findings that emerged was the confirmation of impulsivity as a dimension of personality that formed in relation to a complex net of variables. In summary, it was important to let out the complex interaction between impulsivity and personali...

	Conclusion

	Chapter 3: Methodology
	Description of Research Participants
	Sampling Strategy and Sample Size
	Reliability and Validity
	Instrument Development
	Measurement and Instrumentation
	Data Collection Plan and Procedures
	Data Analysis Procedures
	Intellectual Merit
	Broader Impact
	Ethical Considerations

	Chapter 4: Data Analysis Results
	This chapter presented the findings of the quantitative study examining the relationship between human behavioral factors and cloud security management within digital enterprises. Specifically, the study examined how motor impulsivity influenced indi...
	The chapter was organized to clearly and systematically presented the study results with an overview of the participants' sample characteristics and demographic information in the beginning, which is followed by a description of the data preparation p...
	Purpose
	Overview of the Analysis Methods
	Data Collection, Preparation, and Results
	Summary of Data Collection
	Handling Missing Data
	Data Standardization

	Validity and Reliability
	Descriptive Statistics
	Sample Demographics
	Measures of Central Tendency: Mean, Median, Mode

	Outliers Detection and Treatment
	Homoscedasticity Test

	Mediation Analysis
	Moderation Analysis
	Hypothesis Test Results
	Conclusion

	Chapter 5: Conclusions, Implications of the Study, and Recommendations
	Summary of Results
	Discussion of Results
	Motor Impulsivity and Individual Behavior
	Mediating Role of Personal Information Privacy
	Moderating Effect of Openness to Experience

	Integration with Risk Propensity Model
	Recommendations for Future Research
	Expansion of Personality Trait Analysis
	Cross-Cultural and Contextual Studies
	Longitudinal Behavioral Studies
	Integration of Artificial Intelligence and Behavioral Analytics

	Practical Implications
	Personalized Security Training Programs
	Data Security Culture
	Integration of Technology and User Experience Design

	Theoretical Implications
	Risk Propensity Model Enhancement
	Implications for Technology Acceptance Models

	Limitations of the Study
	Self-Report Measurement Limitations
	Generalizability Constraints
	Time and Causal Restrictions
	Measurement Scope Limitations


	Summary. The research findings on the effect of motor impulsivity on cloud security individual behavior in digital enterprises that were analyzed comprehensively appear in Chapter Five. The statistical results confirmed the key relationships in all th...
	Conclusion

	Appendix A: Institutional Review Board Approval Letter
	Appendix B: Survey Questions
	Appendix C: Data Analysis
	Figure 11
	Summary Statistics
	Figure 12
	SAS Output for Reliability Analysis
	Figure 13
	SAS Output Principal Component Analysis
	Figure 14
	SAS PCA Output Scree Plots
	Figure 15
	Individual Behavior (outcome variable) Box-Cox Transformation
	Figure 16
	Motor Impulsivity (dependent variable) Box-Cox Transformation
	Figure 17
	Openness to Experience (moderator variable) Box-Cox Transformation
	Figure 18
	Personal Information Privacy (mediator variable) Box-Cox Transformation
	Figure 19
	SPSS Output of Linear Regression to test Multicollinearity
	Figure 20
	SPSS Data View with Predictor and Residual Values
	Figure 21
	SPSS Computation of Squared Residuals
	Figure 22
	SPSS Output ANOVA Homoscedasticity
	Figure 23
	Mediation Analysis – Independent and Mediator predicting the outcome
	Figure 24
	Boot Strap Procedure
	Figure 25
	Moderation Analysis – Predictor and Moderator Model Significance

	Appendix D: Program Outcome Measures

	approval form - karuna kothapalli-tagged.pdf



